CVE-2014-3161

Published on: 07/20/2014 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:46 PM UTC

CVE-2014-3161

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Android from Google contain the foIIowing
’ vulnerability:

The WebMediaPlayerAndroid::load function in
content/renderer/media/android/webmediaplayer_android.cc in Google
Chrome before 36.0.1985.122 on Android does not properly interact
with redirects, which allows remote attackers to bypass the Same
Origin Policy via a crafted web site that hosts a video stream.

CVE-2014-3161 has been assigned by & security@google.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Chrome Releases: Chrome for Android Update & CONFIRM
googlechromereleases.blogspot.com/2014/07/chrome-
for-android-update.html

[chrome] Revision 266396 {7y CONFIRM src.chromium.org/viewvc/chrome?
revision=266396&view=revision

Issue 334204 - chromium - Same-origin {2 CONFIRM

security issue in

on Android - An open-source project to help
move the web forward. - Google Project
Hosting

code.google.com/p/chromium/issues/detail ?id=334204

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that


https://cve.report/
https://cve.report/CVE-2014-3161/mitre
https://cve.report/CVE-2014-3161/nist
https://cve.report/CVE-2014-3161/cve_org
https://cve.report/CVE-2014-3161.pdf
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://googlechromereleases.blogspot.com/2014/07/chrome-for-android-update.html
https://src.chromium.org/viewvc/chrome?revision=266396&view=revision
https://code.google.com/p/chromium/issues/detail?id=334204

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android All All All All
System

Operating Google Android All All All All
System

Application Google Chrome 36.0.1985.1 All All All
Application Google Chrome 36.0.1985.100 All All All
Application Google Chrome 36.0.1985.101 All All All
Application Google Chrome 36.0.1985.102 All All All
Application Google Chrome 36.0.1985.103 All All All
Application Google Chrome 36.0.1985.104 All All All
Application Google Chrome 36.0.1985.105 All All All
Application Google Chrome 36.0.1985.12 All All All
Application Google Chrome 36.0.1985.13 All All All
Application Google Chrome 36.0.1985.14 All All All
Application Google Chrome 36.0.1985.15 All All All
Application Google Chrome 36.0.1985.16 All All All
Application Google Chrome 36.0.1985.17 All All All
Application Google Chrome 36.0.1985.18 All All All
Application Google Chrome 36.0.1985.19 All All All
Application Google Chrome 36.0.1985.2 All All All
Application Google Chrome 36.0.1985.20 All All All
Application Google Chrome 36.0.1985.21 All All All
Application Google Chrome 36.0.1985.22 All All All
Application Google Chrome 36.0.1985.23 All All All
Application Google Chrome 36.0.1985.24 All All All
Application Google Chrome 36.0.1985.25 All All All
Application Google Chrome 36.0.1985.26 All All All
Application Google Chrome 36.0.1985.27 All All All
Application Google Chrome 36.0.1985.28 All All All

Application Google Chrome 36.0.1985.29 All All All
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cpe:2.3:a:google:chrome:36.0.1985.1
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AKLk kKK kK,
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dkkakukakakak.

cpe:2.3:a:google:chrome:36.0.1985.12:*:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:36.0.1985.13: " :*:*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:36.0.1985.14 " *:*:*:

dkukakkkakak.

cpe:2.3:a:google:chrome:36.0.1985.15: " *:*:*:*:

dk Lk akkkakak.

cpe:2.3:a:google:chrome:36.0.1985.16:*:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:36.0.1985.17: %" :*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:36.0.1985.18:*:*:*:*:*:*:*:

dkk Lk kakakak.

cpe:2.3:a:google:chrome:36.0.1985.19:*:***:*:*:*:

aKLk kKK kLK,

cpe:2.3:a:google:chrome:36.0.1985.2:*:*:*:*:**:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.23:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.24::*:*:**:*:*:

Lkak kR ok akak.

cpe:2.3:a:google:chrome:36.0.1985.25::*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.26:*:*:*:**:*:*:

Lk kR kR akak.

cpe:2.3:a:google:chrome:36.0.1985.27::*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.28:*:*:*:**:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:36.0.1985.29:*:*:*:**:*:*:

cpe:2.3:a:google:chrome:36.0.1985.3:*:**:*:**:*:

sk ok ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.30:":*:*:*:*:*:*:



KLk kKK kK,

cpe:2.3:a:google:chrome:36.0.1985.5:* " *:*:

Sk Lk ak kR akak,

cpe:2.3:a:google:chrome:36.0.1985.50:*:*:*:*:*:*:*:

LRk kR kR k.

cpe:2.3:a:google:chrome:36.0.1985.52: 1 :**:*:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.53::*:*:**:*:*:

Wk Rk kR akak,

cpe:2.3:a:google:chrome:36.0.1985.54 1 :**:*:*:

Sk ok ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.55: 1 :**:*:*:

Sk Kk kR akak,

cpe:2.3:a:google:chrome:36.0.1985.56:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:36.0.1985.57:*:*:**:*:*:*:



Sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:36.0.1985.77::**:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.78::*:*:*:*:*:*:

LRk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.79:*:*:*:**:*:*:

KKk KRk k.

cpe:2.3:a:google:chrome:36.0.1985.8:*:**:*:**:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.81: 1 :**:*:*:

Wk Rk kR ok ak,

cpe:2.3:a:google:chrome:36.0.1985.82:*:*:*:**:*:*:

SRk ak kR akak,

cpe:2.3:a:google:chrome:36.0.1985.83::*:*:**:*:*:

2

cpe:2.3:a:google:chrome:36.0.1985.84::*:*:**:*:*:

sk Kk kR akak,

cpe:2.3:a:google:chrome:36.0.1985.85:":*:*:*:*:*:*:



dkakakakakakak.

cpe:2.3:a:google:chrome:36.0.1985.19:™:*:**:*:*:*:

cne'? 3'aranonale'chrome 36 ) 198K D-*-*-*-*-x*.x.



B LR L

SRk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.38:*: 1 :**:*:*:

dkk kR Lk akak.

cpe:2.3:a:google:chrome:36.0.1985.39:* 1 :**:*:*:

cpe:2.3:a:google:chrome:36.0.1985.4 % " *:*:

Lk Kk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.40::*:*:**:*:*:

LRk kR Rk k.

cpe:2.3:a:google:chrome:36.0.1985.4 1 :**:*:*:

sk Kk kR akak,

cpe:2.3:a:google:chrome:36.0.1985.42:*:*:*:**:*:*:

Sk Rk kR akak,

cpe:2.3:a:google:chrome:36.0.1985.43::*:*:**:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:36.0.1985.44 %" *:*:*:



Sk Kk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.63:*:*:*:**:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.64:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.65::*:*:**:*:*:

SRk kR ok ak k.

cpe:2.3:a:google:chrome:36.0.1985.66:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.67::*:*:**:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.68:*:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.69:*:*:*:**:*:*:

Sk ok ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.70: " :*:*:*:

dkakakak ok akak.

cpe:2.3:a:google:chrome:36.0.1985.72:%:*:***:*:*:

L AA . L AA A dAAr A



cpe:2.3:a:google:chrome:36.0.1985.8: """ :*:*:

dkukakkakakak.

cpe:2.3:a:google:chrome:36.0.1985.81:*:*:*:*:*:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:36.0.1985.91:**:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.92:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:google:chrome:36.0.1985.93:*: 1 :**:*:*:

dkk kR ok akak.

cpe:2.3:a:google:chrome:36.0.1985.94:*:*:*:**:*:*:

Sk Lk uk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.95:*:*:**:*:*:

Lk Rk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.96:*:*:*:*:*:*:*:

Lk Rk kR ok ak,

cpe:2.3:a:google:chrome:36.0.1985.97::*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:google:chrome:36.0.1985.98:*:*:*:**:*:*:

sk ok ak ok akakak.

cpe:2.3:a:google:chrome:36.0.1985.99: """ :*:*:*:

dkakakak ok akakak.

cpe:2.3:a:google:chrome:*:*:*:*:***:*:



NO vendor comments have been submitted for this CVE
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