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Published
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/
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CVE-2014-3170

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2014-3170

PUBLIC

security@google.com

CVE Program / NVD first with legacy fallback
2014-08-27 01:55:00 UTC

2023-11-07 02:19:00 UTC

extensions/common/url_pattern.cc in Google Chrome before 37.0.2062.94 does not prevent use of a \O' character in a host

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Vendor Product Version Update Edition Language
Google Chrome 37.0.2062.0 All All All
Google Chrome 37.0.2062.1 All All All
Google Chrome 37.0.2062.10 All All All
Google Chrome 37.0.2062.11 All All All
Google Chrome 37.0.2062.12 All All All
Google Chrome 37.0.2062.13 All All All
Google Chrome 37.0.2062.14 All All All
Google Chrome 37.0.2062.15 All All All
Google Chrome 37.0.2062.16 All All All
Google Chrome 37.0.2062.17 All All All
Google Chrome 37.0.2062.18 All All All
Google Chrome 37.0.2062.19 All All All
Google Chrome 37.0.2062.2 All All All
Google Chrome 37.0.2062.20 All All All
Google Chrome 37.0.2062.21 All All All
Google Chrome 37.0.2062.22 All All All
Google Chrome 37.0.2062.23 All All All
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Application Google Chrome 37.0.2062.9 All All All
Application Google Chrome 37.0.2062.90 All All All
Application Google Chrome 37.0.2062.91 All All All
Application Google Chrome 37.0.2062.92 All All All
Application Google Chrome All All All All
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Google Chrome CVE-2014-3170 Extension Permission Dialog Spoofing Vulnerability
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