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Summary

CVE CVE-2014-3175

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-27 01:55:00 UTC

Updated 2023-11-07 02:19:00 UTC

Description Multiple unspecified vulnerabilities in Google Chrome before 37.0.2062.94 allow attackers to cause a denial of service or possibly have other impact via unknown vectors, related to the load_truetype_glyph function in truetype/ttgload.c in FreeType and other functions in other components.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 37.0.2062.0 All All All

Application Google Chrome 37.0.2062.1 All All All

Application Google Chrome 37.0.2062.10 All All All

Application Google Chrome 37.0.2062.11 All All All

Application Google Chrome 37.0.2062.12 All All All

Application Google Chrome 37.0.2062.13 All All All

Application Google Chrome 37.0.2062.14 All All All

Application Google Chrome 37.0.2062.15 All All All

Application Google Chrome 37.0.2062.16 All All All

Application Google Chrome 37.0.2062.17 All All All

Application Google Chrome 37.0.2062.18 All All All

Application Google Chrome 37.0.2062.19 All All All

Application Google Chrome 37.0.2062.2 All All All

Application Google Chrome 37.0.2062.20 All All All

Application Google Chrome 37.0.2062.21 All All All

Application Google Chrome 37.0.2062.22 All All All

Application Google Chrome 37.0.2062.23 All All All
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Application Google Chrome 37.0.2062.23 All All All

Application Google Chrome 37.0.2062.24 All All All

Application Google Chrome 37.0.2062.25 All All All

Application Google Chrome 37.0.2062.26 All All All

Application Google Chrome 37.0.2062.27 All All All

Application Google Chrome 37.0.2062.28 All All All

Application Google Chrome 37.0.2062.29 All All All

Application Google Chrome 37.0.2062.3 All All All

Application Google Chrome 37.0.2062.30 All All All

Application Google Chrome 37.0.2062.31 All All All

Application Google Chrome 37.0.2062.32 All All All

Application Google Chrome 37.0.2062.33 All All All

Application Google Chrome 37.0.2062.34 All All All

Application Google Chrome 37.0.2062.35 All All All

Application Google Chrome 37.0.2062.36 All All All

Application Google Chrome 37.0.2062.37 All All All

Application Google Chrome 37.0.2062.39 All All All

Application Google Chrome 37.0.2062.4 All All All

Application Google Chrome 37.0.2062.43 All All All

Application Google Chrome 37.0.2062.44 All All All

Application Google Chrome 37.0.2062.45 All All All

Application Google Chrome 37.0.2062.46 All All All

Application Google Chrome 37.0.2062.47 All All All

Application Google Chrome 37.0.2062.48 All All All

Application Google Chrome 37.0.2062.49 All All All

Application Google Chrome 37.0.2062.5 All All All

Application Google Chrome 37.0.2062.50 All All All

Application Google Chrome 37.0.2062.51 All All All

Application Google Chrome 37.0.2062.52 All All All

Application Google Chrome 37.0.2062.53 All All All

Application Google Chrome 37.0.2062.54 All All All

Application Google Chrome 37.0.2062.55 All All All

Application Google Chrome 37.0.2062.56 All All All

Application Google Chrome 37.0.2062.57 All All All

Application Google Chrome 37.0.2062.58 All All All

Application Google Chrome 37.0.2062.59 All All All
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Application Google Chrome 37.0.2062.6 All All All

Application Google Chrome 37.0.2062.60 All All All

Application Google Chrome 37.0.2062.61 All All All

Application Google Chrome 37.0.2062.62 All All All

Application Google Chrome 37.0.2062.63 All All All

Application Google Chrome 37.0.2062.64 All All All

Application Google Chrome 37.0.2062.65 All All All

Application Google Chrome 37.0.2062.66 All All All

Application Google Chrome 37.0.2062.67 All All All

Application Google Chrome 37.0.2062.68 All All All

Application Google Chrome 37.0.2062.69 All All All

Application Google Chrome 37.0.2062.7 All All All

Application Google Chrome 37.0.2062.70 All All All

Application Google Chrome 37.0.2062.71 All All All

Application Google Chrome 37.0.2062.72 All All All

Application Google Chrome 37.0.2062.73 All All All

Application Google Chrome 37.0.2062.74 All All All

Application Google Chrome 37.0.2062.75 All All All

Application Google Chrome 37.0.2062.76 All All All

Application Google Chrome 37.0.2062.77 All All All

Application Google Chrome 37.0.2062.78 All All All

Application Google Chrome 37.0.2062.8 All All All

Application Google Chrome 37.0.2062.80 All All All

Application Google Chrome 37.0.2062.81 All All All

Application Google Chrome 37.0.2062.89 All All All

Application Google Chrome 37.0.2062.9 All All All

Application Google Chrome 37.0.2062.90 All All All

Application Google Chrome 37.0.2062.91 All All All

Application Google Chrome 37.0.2062.92 All All All

Application Google Chrome 37.0.2062.0 All All All

Application Google Chrome 37.0.2062.1 All All All

Application Google Chrome 37.0.2062.10 All All All

Application Google Chrome 37.0.2062.11 All All All

Application Google Chrome 37.0.2062.12 All All All

Application Google Chrome 37.0.2062.13 All All All

Application Google Chrome 37.0.2062.14 All All All
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Application Google Chrome 37.0.2062.14 All All All

Application Google Chrome 37.0.2062.15 All All All

Application Google Chrome 37.0.2062.16 All All All

Application Google Chrome 37.0.2062.17 All All All

Application Google Chrome 37.0.2062.18 All All All

Application Google Chrome 37.0.2062.19 All All All

Application Google Chrome 37.0.2062.2 All All All

Application Google Chrome 37.0.2062.20 All All All

Application Google Chrome 37.0.2062.21 All All All

Application Google Chrome 37.0.2062.22 All All All

Application Google Chrome 37.0.2062.23 All All All

Application Google Chrome 37.0.2062.24 All All All

Application Google Chrome 37.0.2062.25 All All All

Application Google Chrome 37.0.2062.26 All All All

Application Google Chrome 37.0.2062.27 All All All

Application Google Chrome 37.0.2062.28 All All All

Application Google Chrome 37.0.2062.29 All All All

Application Google Chrome 37.0.2062.3 All All All

Application Google Chrome 37.0.2062.30 All All All

Application Google Chrome 37.0.2062.31 All All All

Application Google Chrome 37.0.2062.32 All All All

Application Google Chrome 37.0.2062.33 All All All

Application Google Chrome 37.0.2062.34 All All All

Application Google Chrome 37.0.2062.35 All All All

Application Google Chrome 37.0.2062.36 All All All

Application Google Chrome 37.0.2062.37 All All All

Application Google Chrome 37.0.2062.39 All All All

Application Google Chrome 37.0.2062.4 All All All

Application Google Chrome 37.0.2062.43 All All All

Application Google Chrome 37.0.2062.44 All All All

Application Google Chrome 37.0.2062.45 All All All

Application Google Chrome 37.0.2062.46 All All All

Application Google Chrome 37.0.2062.47 All All All

Application Google Chrome 37.0.2062.48 All All All

Application Google Chrome 37.0.2062.49 All All All

Application Google Chrome 37.0.2062.5 All All All
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Application Google Chrome 37.0.2062.50 All All All

Application Google Chrome 37.0.2062.51 All All All

Application Google Chrome 37.0.2062.52 All All All

Application Google Chrome 37.0.2062.53 All All All

Application Google Chrome 37.0.2062.54 All All All

Application Google Chrome 37.0.2062.55 All All All

Application Google Chrome 37.0.2062.56 All All All

Application Google Chrome 37.0.2062.57 All All All

Application Google Chrome 37.0.2062.58 All All All

Application Google Chrome 37.0.2062.59 All All All

Application Google Chrome 37.0.2062.6 All All All

Application Google Chrome 37.0.2062.60 All All All

Application Google Chrome 37.0.2062.61 All All All

Application Google Chrome 37.0.2062.62 All All All

Application Google Chrome 37.0.2062.63 All All All

Application Google Chrome 37.0.2062.64 All All All

Application Google Chrome 37.0.2062.65 All All All

Application Google Chrome 37.0.2062.66 All All All

Application Google Chrome 37.0.2062.67 All All All

Application Google Chrome 37.0.2062.68 All All All

Application Google Chrome 37.0.2062.69 All All All

Application Google Chrome 37.0.2062.7 All All All

Application Google Chrome 37.0.2062.70 All All All

Application Google Chrome 37.0.2062.71 All All All

Application Google Chrome 37.0.2062.72 All All All

Application Google Chrome 37.0.2062.73 All All All

Application Google Chrome 37.0.2062.74 All All All

Application Google Chrome 37.0.2062.75 All All All

Application Google Chrome 37.0.2062.76 All All All

Application Google Chrome 37.0.2062.77 All All All

Application Google Chrome 37.0.2062.78 All All All

Application Google Chrome 37.0.2062.8 All All All

Application Google Chrome 37.0.2062.80 All All All

Application Google Chrome 37.0.2062.81 All All All

Application Google Chrome 37.0.2062.89 All All All
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Application Google Chrome 37.0.2062.9 All All All

Application Google Chrome 37.0.2062.90 All All All

Application Google Chrome 37.0.2062.91 All All All

Application Google Chrome 37.0.2062.92 All All All

Application Google Chrome All All All All
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Issue 387315 - chromium - Bad-cast to WebCore::HTMLLabelElement from WebCore::SVGUnknownElement;WebNode.h:164:16 - An open-source project to help move the web forward. - Google Project Hosting

Issue 390176 - chromium - Heap-use-after-free in WebCore::HTMLImportLoader::removeImport - An open-source project to help move the web forward. - Google Project Hosting

Issue 382241 - chromium - Heap-buffer-overflow in CPDF_TrueTypeFont::LoadGlyphMap - An open-source project to help move the web forward. - Google Project Hosting

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

Issue 393938 - chromium - Uninitialized IPC message in PPB_Instance_Proxy::DeliverFrame - An open-source project to help move the web forward. - Google Project Hosting

Chrome Releases: Stable Channel Update

Issue 381521 - chromium - Heap-buffer-overflow in CFX_WideString::FromUTF16LE - An open-source project to help move the web forward. - Google Project Hosting

Issue 382240 - chromium - Stack-buffer-overflow in IccLib_Translate - An open-source project to help move the web forward. - Google Project Hosting

Issue 389570 - chromium - Heap-buffer-overflow in convolveVertically_SSE2 - An open-source project to help move the web forward. - Google Project Hosting

Issue 394026 - chromium - Heap-use-after-free in WebCore::Element::attrIfExists - An open-source project to help move the web forward. - Google Project Hosting

Issue 389316 - chromium - Use-of-uninitialized-value in WebCore::TransformationMatrix::blend - An open-source project to help move the web forward. - Google Project Hosting

Issue 382601 - chromium - Integer overflow in FX_AllocStringW - An open-source project to help move the web forward. - Google Project Hosting

Issue 372413 - chromium - UNKNOWN in CFXMEM_Page::Free - An open-source project to help move the web forward. - Google Project Hosting

Issue 382639 - chromium - Security: Integer overflow in fpdfsdk/include/fsdk_mgr.h - An open-source project to help move the web forward. - Google Project Hosting

Issue 368978 - chromium - Bad-cast to WebCore::ShadowRoot from WebCore::Text;ShadowRoot.h:164:1 - An open-source project to help move the web forward. - Google Project Hosting

350782 - chromium - An open-source project to help move the web forward. - Monorail

Issue 382820 - chromium - Heap-buffer-overflow in CPDF_DeviceCS::TranslateImageLine - An open-source project to help move the web forward. - Google Project Hosting

Google Chrome CVE-2014-3175 Multiple Unspecified Security Vulnerabilities

149871 - chromium - An open-source project to help move the web forward. - Monorail

Issue 396255 - chromium - Security: Uninitialized value possible in CJS_PublicMethods::MakeFormatDate - An open-source project to help move the web forward. - Google Project Hosting

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Information - SecurityTracker

Issue 382656 - chromium - Security: Integer overflow in ./core/include/fxcrt/fx_basic.h and ./core/include/fxcrt/fx_memory.h - An open-source project to help move the web forward. - Google Project Hosting

Issue 389285 - chromium - Heap-use-after-free in WebCore::RenderInline::inlineElementContinuation - An open-source project to help move the web forward. - Google Project Hosting

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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