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CVE-2014-3176

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2014-3176

PUBLIC

security@google.com

CVE Program / NVD first with legacy fallback
2014-08-27 01:55:00 UTC

2023-11-07 02:19:00 UTC

Google Chrome before 37.0.2062.94 does not properly handle the interaction of extensions, IPC, the sync API, and Google

| 1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
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Application
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Vendor Product Version Update Edition Language
Google Chrome 37.0.2062.0 All All All
Google Chrome 37.0.2062.1 All All All
Google Chrome 37.0.2062.10 All All All
Google Chrome 37.0.2062.11 All All All
Google Chrome 37.0.2062.12 All All All
Google Chrome 37.0.2062.13 All All All
Google Chrome 37.0.2062.14 All All All
Google Chrome 37.0.2062.15 All All All
Google Chrome 37.0.2062.16 All All All
Google Chrome 37.0.2062.17 All All All
Google Chrome 37.0.2062.18 All All All
Google Chrome 37.0.2062.19 All All All
Google Chrome 37.0.2062.2 All All All
Google Chrome 37.0.2062.20 All All All
Google Chrome 37.0.2062.21 All All All
Google Chrome 37.0.2062.22 All All All
Google Chrome 37.0.2062.23 All All All
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Application Google Chrome 37.0.2062.9 All All All
Application Google Chrome 37.0.2062.90 All All All
Application Google Chrome 37.0.2062.91 All All All
Application Google Chrome 37.0.2062.92 All All All
Application Google Chrome All All All All
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Google Chrome Multiple Unspecified Remote Code Execution Vulnerabilities
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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