CVE-2014-317/9

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-3179
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-10 10:55:00 UTC
Updated 2023-11-07 02:19:00 UTC
Description Multiple unspecified vulnerabilities in Google Chrome before 37.0.2062.120 allow attackers to cause a denial of service or

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 37.0.2062.0 All All All
Application Google Chrome 37.0.2062.1 All All All
Application Google Chrome 37.0.2062.10 All All All
Application Google Chrome 37.0.2062.100 All All All
Application Google Chrome 37.0.2062.11 All All All
Application Google Chrome 37.0.2062.113 All All All
Application Google Chrome 37.0.2062.12 All All All
Application Google Chrome 37.0.2062.13 All All All
Application Google Chrome 37.0.2062.14 All All All
Application Google Chrome 37.0.2062.15 All All All
Application Google Chrome 37.0.2062.16 All All All
Application Google Chrome 37.0.2062.17 All All All
Application Google Chrome 37.0.2062.18 All All All
Application Google Chrome 37.0.2062.19 All All All
Application Google Chrome 37.0.2062.2 All All All
Application Google Chrome 37.0.2062.20 All All All
Application Google Chrome 37.0.2062.21 All All All
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Application Google Chrome 37.0.2062.73 All All All
Application Google Chrome 37.0.2062.74 All All All
Application Google Chrome 37.0.2062.75 All All All
Application Google Chrome 37.0.2062.76 All All All
Application Google Chrome 37.0.2062.77 All All All
Application Google Chrome 37.0.2062.78 All All All
Application Google Chrome 37.0.2062.8 All All All
Application Google Chrome 37.0.2062.80 All All All
Application Google Chrome 37.0.2062.81 All All All
Application Google Chrome 37.0.2062.89 All All All
Application Google Chrome 37.0.2062.9 All All All
Application Google Chrome 37.0.2062.90 All All All
Application Google Chrome 37.0.2062.91 All All All
Application Google Chrome 37.0.2062.92 All All All
Application Google Chrome 37.0.2062.93 All All All
Application Google Chrome 37.0.2062.94 All All All
Application Google Chrome 37.0.2062.95 All All All
Application Google Chrome 37.0.2062.96 All All All
Application Google Chrome 37.0.2062.97 All All All
Application Google Chrome 37.0.2062.99 All All All
Reference

Security Advisory SA61446 - Gentoo update for chromium - Secunia

403596 - chromium - An open-source project to help move the web forward. - Monorail
402255 - chromium - An open-source project to help move the web forward. - Monorail
Google Chrome CVE-2014-3179 Multiple Unspecified Security Vulnerabilities

Debian -- Security Information -- DSA-3039-1 chromium-browser

Issue 411014 - chromium - Tracking bug for internal security fixes for Chrome 37, Release 3 - An open-source project to help move the web fc
Chrome Releases: Stable Channel Update

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

396447 - chromium - An open-source project to help move the web forward. - Monorail
IBM X-Force Exchange
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http://secunia.com/advisories/61446
https://code.google.com/p/chromium/issues/detail?id=403596
https://code.google.com/p/chromium/issues/detail?id=402255
http://www.securityfocus.com/bid/69710
http://www.debian.org/security/2014/dsa-3039
https://crbug.com/411014
http://googlechromereleases.blogspot.com/2014/09/stable-channel-update_9.html
http://security.gentoo.org/glsa/glsa-201409-06.xml
https://code.google.com/p/chromium/issues/detail?id=396447
https://exchange.xforce.ibmcloud.com/vulnerabilities/95816
https://www.cve.org/CVERecord?id=CVE-2014-3179
https://nvd.nist.gov/vuln/detail/CVE-2014-3179

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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