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Summary

CVE CVE-2014-3215

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-08 10:55:00 UTC

Updated 2019-01-03 17:08:00 UTC

Description seunshare in policycoreutils 2.2.5 is owned by root with 4755 permissions, and executes programs in a way that changes the relationship between the setuid system call and the getresuid saved set-user-ID value, which makes it easier for local users to gain privileges by leveraging a program that mistakenly expected that it could permanently drop privileges.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Selinuxproject Policycoreutils 2.2.5 All All All

Application Selinuxproject Policycoreutils 2.2.5 All All All

References

Reference Source Link Tags

oss-security - local privilege escalation due to capng_lock as used in seunshare MLIST openwall.com

Mageia Advisory: MGASA-2014-0251 - Updated libcap-ng packages fix CVE-2014-3215 CONFIRM advisories.mageia.org

Support / Security / Advisories / / MDVSA-2015:156 | Mandriva MANDRIVA www.mandriva.com

Security Advisory SA59007 - SUSE update for policycoreutils - Secunia SECUNIA secunia.com

oss-security - Re: local privilege escalation due to capng_lock as used in seunshare MLIST openwall.com

openSUSE-SU-2014:0749-1: moderate: libcap-ng:policycoreutils setuid() fi SUSE lists.opensuse.org

oss-security - Re: local privilege escalation due to capng_lock as used in seunshare MLIST openwall.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Oracle Linux Bulletin - January 2016 CONFIRM www.oracle.com

policycoreutils seunshare CVE-2014-3215 Local Privilege Escalation Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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