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CVE CVE-2014-3219
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-09 22:29:00 UTC
Updated 2019-09-24 15:15:00 UTC
Description fish before 2.1.1 allows local users to write to arbitrary files via a symlink attack on (1) /tmp/fishd.log.%s, (2) /tmp/.pac-cach
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 19 All All All

Application Fishshell Fish All All All All

Application Fishshell Fish All All All All

Reference Source 1
Malformed Request BID v
[SECURITY] Fedora 19 Update: fish-2.1.0-9.fc19 FEDORA |
[security-announce] openSUSE-SU-2019:2177-1: moderate: Security update f SUSE |
oss-security - Security release of fish shell 2.1.1 MLIST v

Bug 1092091 — CVE-2014-2905 CVE-2014-2906 CVE-2014-2914 CVE-2014-3219 fish: multiple flaws fixed in upstream 2.1.1  CONFIRM

symlink attack in __fish_print_packages and spawning fishd (CVE-2014-3219) - Issue #1440 - fish-shell/fish-shell - GitHub CONFIRM ¢

[security-announce] openSUSE-SU-2019:2188-1: moderate: Security update f SUSE |
avoid symlink attacks in __fish_print_packages and spawning fishd - fish-shell/fish-shell@3225d7e - GitHub CONFIRM ¢
oss-security - Re: Upcoming security release of fish 2.1.1 MLIST v

fish: Multiple vulnerabilities (GLSA 201412-49) — Gentoo security GENTOO
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http://cve.report/vendor/fishshell
http://cve.report/software/fishshell/fish
http://cve.report/vendor/fishshell
http://cve.report/software/fishshell/fish
http://www.securityfocus.com/bid/67115
http://lists.fedoraproject.org/pipermail/package-announce/2014-May/132751.html
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00059.html
http://www.openwall.com/lists/oss-security/2014/09/28/8
https://bugzilla.redhat.com/show_bug.cgi?id=1092091
https://github.com/fish-shell/fish-shell/issues/1440
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00071.html
https://github.com/fish-shell/fish-shell/commit/3225d7e169a9edb2f470c26989e7bc8e0d0355ce
http://www.openwall.com/lists/oss-security/2014/05/06/3
http://security.gentoo.org/glsa/glsa-201412-49.xml
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690250 Free Berkeley Software Distribution (FreeBSD) Security Update for fish (6c083cf8-4830-11e4-ae2c-c80aa9043978)
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