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Summary

CVE CVE-2014-3277

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-29 17:55:00 UTC

Updated 2016-09-07 17:04:00 UTC

Description The Administration GUI in the web framework in VOSS in Cisco Unified Communications Domain Manager (CDM) 9.0(.1) and earlier does not properly implement access control, which allows remote authenticated users to obtain sensitive user and group information by leveraging Location Administrator privileges and entering a crafted URL, aka Bug ID CSCum77005.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Communications Domain Manager 7.4 All All All

Application Cisco Unified Communications Domain Manager 8.6 All All All

Application Cisco Unified Communications Domain Manager 8.6(.2) All All All

Application Cisco Unified Communications Domain Manager 8.6\(.2\) All All All

Application Cisco Unified Communications Domain Manager 9.0 All All All

Application Cisco Unified Communications Domain Manager 7.4 All All All

Application Cisco Unified Communications Domain Manager 8.6 All All All

Application Cisco Unified Communications Domain Manager 8.6\(.2\) All All All

Application Cisco Unified Communications Domain Manager 9.0 All All All

Application Cisco Unified Communications Domain Manager All All All All

Application Cisco Unified Communications Domain Manager All All All All
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Cisco Unified Communications Domain Manager Multiple Flaws Let Remote Users Obtain Potentially Sensitive Information - SecurityTracker

Alert Details - Security Center - Cisco Systems
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Cisco Unified Communications Domain Manager Remote Information Disclosure Vulnerability

Cisco Security Notice: Cisco Unified Communications Domain Manager Admin Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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