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Summary

CVE CVE-2014-3285

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-29 17:55:00 UTC

Updated 2016-09-07 19:02:00 UTC

Description Cisco Wide Area Application Services (WAAS) 5.3(.5a) and earlier, when SharePoint acceleration is enabled, does not properly parse SharePoint responses, which allows remote attackers to cause a denial of service (application-optimization handler reload) via a crafted SharePoint application, aka Bug ID CSCue47674.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Wide Area Application Services 5.1 All All All

Application Cisco Wide Area Application Services 5.1(.1) All All All

Application Cisco Wide Area Application Services 5.1(.1a) All All All

Application Cisco Wide Area Application Services 5.1(.1b) All All All

Application Cisco Wide Area Application Services 5.1(.1c) All All All

Application Cisco Wide Area Application Services 5.1(.1d) All All All

Application Cisco Wide Area Application Services 5.1(.1e) All All All

Application Cisco Wide Area Application Services 5.1(.1f) All All All

Application Cisco Wide Area Application Services 5.1\(.1a\) All All All

Application Cisco Wide Area Application Services 5.1\(.1b\) All All All

Application Cisco Wide Area Application Services 5.1\(.1c\) All All All

Application Cisco Wide Area Application Services 5.1\(.1d\) All All All

Application Cisco Wide Area Application Services 5.1\(.1e\) All All All

Application Cisco Wide Area Application Services 5.1\(.1f\) All All All

Application Cisco Wide Area Application Services 5.1\(.1\) All All All

Application Cisco Wide Area Application Services 5.2 All All All

Application Cisco Wide Area Application Services 5.2(.1) All All All
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Application Cisco Wide Area Application Services 5.2(.1) All All All

Application Cisco Wide Area Application Services 5.2\(.1\) All All All

Application Cisco Wide Area Application Services 5.3 All All All

Application Cisco Wide Area Application Services 5.3(.1) All All All

Application Cisco Wide Area Application Services 5.3(.3) All All All

Application Cisco Wide Area Application Services 5.3(.5) All All All

Application Cisco Wide Area Application Services 5.3\(.1\) All All All

Application Cisco Wide Area Application Services 5.3\(.3\) All All All

Application Cisco Wide Area Application Services 5.3\(.5\) All All All

Application Cisco Wide Area Application Services 5.1 All All All

Application Cisco Wide Area Application Services 5.1\(.1a\) All All All

Application Cisco Wide Area Application Services 5.1\(.1b\) All All All

Application Cisco Wide Area Application Services 5.1\(.1c\) All All All

Application Cisco Wide Area Application Services 5.1\(.1d\) All All All

Application Cisco Wide Area Application Services 5.1\(.1e\) All All All

Application Cisco Wide Area Application Services 5.1\(.1f\) All All All

Application Cisco Wide Area Application Services 5.1\(.1\) All All All

Application Cisco Wide Area Application Services 5.2 All All All

Application Cisco Wide Area Application Services 5.2\(.1\) All All All

Application Cisco Wide Area Application Services 5.3 All All All

Application Cisco Wide Area Application Services 5.3\(.1\) All All All

Application Cisco Wide Area Application Services 5.3\(.3\) All All All

Application Cisco Wide Area Application Services 5.3\(.5\) All All All

Application Cisco Wide Area Application Services All All All All

Application Cisco Wide Area Application Services All All All All
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Cisco Wide Area Application Services CVE-2014-3285 Remote Denial of Service Vulnerability

Security Advisory SA58806 - Cisco Wide Area Application Services (WAAS) SharePoint Response Parsing Denial of Service Vulnerability - Secunia

Cisco Security Notice: Cisco WAAS Partial Denial of Service Vulnerability

Cisco Wide Area Application Services SharePoint Acceleration Flaw Lets Remote Users Deny Service - SecurityTracker

CVE Program record

NVD vulnerability detail

http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://cve.report/vendor/cisco
http://cve.report/software/cisco/wide_area_application_services
http://tools.cisco.com/security/center/viewAlert.x?alertId=34395
http://www.securityfocus.com/bid/67696
http://secunia.com/advisories/58806
http://tools.cisco.com/security/center/content/CiscoSecurityNotice/CVE-2014-3285
http://www.securitytracker.com/id/1030307
https://www.cve.org/CVERecord?id=CVE-2014-3285
https://nvd.nist.gov/vuln/detail/CVE-2014-3285


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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