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Summary

CVE CVE-2014-3295

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-14 04:26:00 UTC

Updated 2016-09-08 12:03:00 UTC

Description The HSRP implementation in Cisco NX-OS 6.2(2a) and earlier allows remote attackers to bypass authentication and cause a denial of service (group-member state modification and traffic blackholing) via malformed HSRP packets, aka Bug ID CSCup11309.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Nx-os 4.1.(2) All All All

Operating System Cisco Nx-os 4.1.(3) All All All

Operating System Cisco Nx-os 4.1.(4) All All All

Operating System Cisco Nx-os 4.1.(5) All All All

Operating System Cisco Nx-os 4.1.\(2\) All All All

Operating System Cisco Nx-os 4.1.\(3\) All All All

Operating System Cisco Nx-os 4.1.\(4\) All All All

Operating System Cisco Nx-os 4.1.\(5\) All All All

Operating System Cisco Nx-os 4.2(3) All All All

Operating System Cisco Nx-os 4.2(4) All All All

Operating System Cisco Nx-os 4.2(6) All All All

Operating System Cisco Nx-os 4.2(8) All All All

Operating System Cisco Nx-os 4.2.(2a) All All All

Operating System Cisco Nx-os 4.2.\(2a\) All All All

Operating System Cisco Nx-os 4.2\(3\) All All All

Operating System Cisco Nx-os 4.2\(4\) All All All

Operating System Cisco Nx-os 4.2\(6\) All All All
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Operating System Cisco Nx-os 4.2\(6\) All All All

Operating System Cisco Nx-os 4.2\(8\) All All All

Operating System Cisco Nx-os 5.0(2a) All All All

Operating System Cisco Nx-os 5.0(3) All All All

Operating System Cisco Nx-os 5.0(5) All All All

Operating System Cisco Nx-os 5.0\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\) All All All

Operating System Cisco Nx-os 5.0\(5\) All All All

Operating System Cisco Nx-os 5.1(1a) All All All

Operating System Cisco Nx-os 5.1(3) All All All

Operating System Cisco Nx-os 5.1(4) All All All

Operating System Cisco Nx-os 5.1(5) All All All

Operating System Cisco Nx-os 5.1(6) All All All

Operating System Cisco Nx-os 5.1\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\) All All All

Operating System Cisco Nx-os 5.1\(4\) All All All

Operating System Cisco Nx-os 5.1\(5\) All All All

Operating System Cisco Nx-os 5.1\(6\) All All All

Operating System Cisco Nx-os 5.2(1) All All All

Operating System Cisco Nx-os 5.2(3a) All All All

Operating System Cisco Nx-os 5.2(4) All All All

Operating System Cisco Nx-os 5.2(5) All All All

Operating System Cisco Nx-os 5.2(7) All All All

Operating System Cisco Nx-os 5.2(9) All All All

Operating System Cisco Nx-os 5.2\(1\) All All All

Operating System Cisco Nx-os 5.2\(3a\) All All All

Operating System Cisco Nx-os 5.2\(4\) All All All

Operating System Cisco Nx-os 5.2\(5\) All All All

Operating System Cisco Nx-os 5.2\(7\) All All All

Operating System Cisco Nx-os 5.2\(9\) All All All

Operating System Cisco Nx-os 6.0(1) All All All

Operating System Cisco Nx-os 6.0(2) All All All

Operating System Cisco Nx-os 6.0(3) All All All

Operating System Cisco Nx-os 6.0(4) All All All

Operating System Cisco Nx-os 6.0\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\) All All All
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Operating System Cisco Nx-os 6.0\(3\) All All All

Operating System Cisco Nx-os 6.0\(4\) All All All

Operating System Cisco Nx-os 6.1(1) All All All

Operating System Cisco Nx-os 6.1(2) All All All

Operating System Cisco Nx-os 6.1(3) All All All

Operating System Cisco Nx-os 6.1(4) All All All

Operating System Cisco Nx-os 6.1(4a) All All All

Operating System Cisco Nx-os 6.1\(1\) All All All

Operating System Cisco Nx-os 6.1\(2\) All All All

Operating System Cisco Nx-os 6.1\(3\) All All All

Operating System Cisco Nx-os 6.1\(4a\) All All All

Operating System Cisco Nx-os 6.1\(4\) All All All

Operating System Cisco Nx-os 6.2(2) All All All

Operating System Cisco Nx-os 6.2\(2\) All All All

Operating System Cisco Nx-os 4.1.\(2\) All All All

Operating System Cisco Nx-os 4.1.\(3\) All All All

Operating System Cisco Nx-os 4.1.\(4\) All All All

Operating System Cisco Nx-os 4.1.\(5\) All All All

Operating System Cisco Nx-os 4.2.\(2a\) All All All

Operating System Cisco Nx-os 4.2\(3\) All All All

Operating System Cisco Nx-os 4.2\(4\) All All All

Operating System Cisco Nx-os 4.2\(6\) All All All

Operating System Cisco Nx-os 4.2\(8\) All All All

Operating System Cisco Nx-os 5.0\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\) All All All

Operating System Cisco Nx-os 5.0\(5\) All All All

Operating System Cisco Nx-os 5.1\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\) All All All

Operating System Cisco Nx-os 5.1\(4\) All All All

Operating System Cisco Nx-os 5.1\(5\) All All All

Operating System Cisco Nx-os 5.1\(6\) All All All

Operating System Cisco Nx-os 5.2\(1\) All All All

Operating System Cisco Nx-os 5.2\(3a\) All All All

Operating System Cisco Nx-os 5.2\(4\) All All All

Operating System Cisco Nx-os 5.2\(5\) All All All

Operating System Cisco Nx-os 5.2\(7\) All All All
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Operating System Cisco Nx-os 5.2\(7\) All All All

Operating System Cisco Nx-os 5.2\(9\) All All All

Operating System Cisco Nx-os 6.0\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\) All All All

Operating System Cisco Nx-os 6.0\(3\) All All All

Operating System Cisco Nx-os 6.0\(4\) All All All

Operating System Cisco Nx-os 6.1\(1\) All All All

Operating System Cisco Nx-os 6.1\(2\) All All All

Operating System Cisco Nx-os 6.1\(3\) All All All

Operating System Cisco Nx-os 6.1\(4a\) All All All

Operating System Cisco Nx-os 6.1\(4\) All All All

Operating System Cisco Nx-os 6.2\(2\) All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All
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