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Summary

CVE CVE-2014-3299

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-25 11:19:00 UTC

Updated 2017-01-12 14:07:00 UTC

Description Cisco IOS allows remote authenticated users to cause a denial of service (device reload) via malformed IPsec packets, aka Bug ID CSCui79745.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios - All All All

Operating System Cisco Ios - All All All

References

Reference Source Link

Cisco Security Notice: Cisco IOS Software IPsec Denial of Service Vulnerability CISCO tools.cisco.com

Cisco IOS Software IPsec Packet Handling Denial of Service Vulnerability BID www.securityfocus.com

Cisco IOS IPSec Processing Flaw Lets Remote Authenticated Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Security Advisory SA59382 - Cisco IOS IPsec Processing Denial of Service Vulnerability - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590349 Rockwell Automation Stratix 5900 Multiple Vulnerabilities (ICSA-17-094-04)
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