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Cisco 10S XR 4.3(.2) and earlier on ASR 9000 devices does not properly perform NetFlow sampling of packets with multice
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Reference

Cisco Security Notice: Cisco IOS XR Software Packet Parsing Denial of Service Vulnerability

tools.cisco.com/security/center/viewAlert.x

Cisco ASR 9000 Series I0S XR Router Packet Processing Flaw Lets Remote Users Deny Service - SecurityTracker

IBM X-Force Exchange

Cisco I0S XR Software Packet Parsing CVE-2014-3335 Denial of Service Vulnerability

Security Advisory SA60222 - Cisco 10S XR Software NetFlow Multicast MAC Address Processing Denial of Service Vulnerability - Secunia
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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