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Summary

CVE CVE-2014-3341

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-19 11:16:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The SNMP module in Cisco NX-OS 7.0(3)N1(1) and earlier on Nexus 5000 and 6000 devices provides different error messages for invalid requests depending on whether the VLAN ID exists, which allows remote attackers to enumerate VLANs via a series of requests, aka Bug ID CSCup85616.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Nexus 5000 - All All All

Hardware Cisco Nexus 5000 - All All All

Hardware Cisco Nexus 5010 - All All All

Hardware Cisco Nexus 5010 - All All All

Hardware Cisco Nexus 5010p Switch - All All All

Hardware Cisco Nexus 5010p Switch - All All All

Hardware Cisco Nexus 5020 - All All All

Hardware Cisco Nexus 5020 - All All All

Hardware Cisco Nexus 5020p Switch - All All All

Hardware Cisco Nexus 5020p Switch - All All All

Hardware Cisco Nexus 5548p - All All All

Hardware Cisco Nexus 5548p - All All All

Hardware Cisco Nexus 5548up - All All All

Hardware Cisco Nexus 5548up - All All All

Hardware Cisco Nexus 5596t - All All All

Hardware Cisco Nexus 5596t - All All All

Hardware Cisco Nexus 5596up - All All All
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Hardware Cisco Nexus 5596up - All All All

Hardware Cisco Nexus 5596up - All All All

Hardware Cisco Nexus 56128p - All All All

Hardware Cisco Nexus 56128p - All All All

Hardware Cisco Nexus 5672up - All All All

Hardware Cisco Nexus 5672up - All All All

Hardware Cisco Nexus 6001 - All All All

Hardware Cisco Nexus 6001 - All All All

Hardware Cisco Nexus 6004 - All All All

Hardware Cisco Nexus 6004 - All All All

Hardware Cisco Nexus 6004x - All All All

Hardware Cisco Nexus 6004x - All All All

Operating System Cisco Nx-os 5.0(2)n1(1) All All All

Operating System Cisco Nx-os 5.0(2)n2(1) All All All

Operating System Cisco Nx-os 5.0(2)n2(1a) All All All

Operating System Cisco Nx-os 5.0(3)n1(1c) All All All

Operating System Cisco Nx-os 5.0(3)n2(1) All All All

Operating System Cisco Nx-os 5.0(3)n2(2) All All All

Operating System Cisco Nx-os 5.0(3)n2(2a) All All All

Operating System Cisco Nx-os 5.0(3)n2(2b) All All All

Operating System Cisco Nx-os 5.0\(2\)n1\(1\) All All All

Operating System Cisco Nx-os 5.0\(2\)n2\(1a\) All All All

Operating System Cisco Nx-os 5.0\(2\)n2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)n1\(1c\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2b\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2\) All All All

Operating System Cisco Nx-os 5.1(3)n1(1) All All All

Operating System Cisco Nx-os 5.1(3)n1(1a) All All All

Operating System Cisco Nx-os 5.1(3)n2(1) All All All

Operating System Cisco Nx-os 5.1(3)n2(1a) All All All

Operating System Cisco Nx-os 5.1(3)n2(1b) All All All

Operating System Cisco Nx-os 5.1(3)n2(1c) All All All

Operating System Cisco Nx-os 5.1\(3\)n1\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\)n1\(1\) All All All
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Operating System Cisco Nx-os 5.1\(3\)n2\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1b\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1c\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 5.2(1)n1(1) All All All

Operating System Cisco Nx-os 5.2(1)n1(1a) All All All

Operating System Cisco Nx-os 5.2(1)n1(1b) All All All

Operating System Cisco Nx-os 5.2(1)n1(2) All All All

Operating System Cisco Nx-os 5.2(1)n1(2a) All All All

Operating System Cisco Nx-os 5.2(1)n1(3) All All All

Operating System Cisco Nx-os 5.2(1)n1(4) All All All

Operating System Cisco Nx-os 5.2(1)n1(5) All All All

Operating System Cisco Nx-os 5.2(1)n1(6) All All All

Operating System Cisco Nx-os 5.2(1)n1(7) All All All

Operating System Cisco Nx-os 5.2(1)n1(8) All All All

Operating System Cisco Nx-os 5.2(1)n1(8a) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1b\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(2a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(2\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(3\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(4\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(5\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(6\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(7\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(8a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(8\) All All All

Operating System Cisco Nx-os 6.0(2)n1(2) All All All

Operating System Cisco Nx-os 6.0(2)n1(2a) All All All

Operating System Cisco Nx-os 6.0(2)n2(1) All All All

Operating System Cisco Nx-os 6.0(2)n2(1b) All All All

Operating System Cisco Nx-os 6.0(2)n2(2) All All All

Operating System Cisco Nx-os 6.0(2)n2(3) All All All

Operating System Cisco Nx-os 6.0(2)n2(4) All All All

Operating System Cisco Nx-os 6.0(2)n2(5) All All All
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Operating System Cisco Nx-os 6.0(2)n2(5) All All All

Operating System Cisco Nx-os 6.0\(2\)n1\(2a\) All All All

Operating System Cisco Nx-os 6.0\(2\)n1\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(1b\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(3\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(4\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(5\) All All All

Operating System Cisco Nx-os 7.0(0)n1(1) All All All

Operating System Cisco Nx-os 7.0(1)n1(1) All All All

Operating System Cisco Nx-os 7.0(2)n1(1) All All All

Operating System Cisco Nx-os 7.0\(0\)n1\(1\) All All All

Operating System Cisco Nx-os 7.0\(1\)n1\(1\) All All All

Operating System Cisco Nx-os 7.0\(2\)n1\(1\) All All All

Operating System Cisco Nx-os 5.0\(2\)n1\(1\) All All All

Operating System Cisco Nx-os 5.0\(2\)n2\(1a\) All All All

Operating System Cisco Nx-os 5.0\(2\)n2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)n1\(1c\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2a\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2b\) All All All

Operating System Cisco Nx-os 5.0\(3\)n2\(2\) All All All

Operating System Cisco Nx-os 5.1\(3\)n1\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\)n1\(1\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1a\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1b\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1c\) All All All

Operating System Cisco Nx-os 5.1\(3\)n2\(1\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1b\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(1\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(2a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(2\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(3\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(4\) All All All
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Operating System Cisco Nx-os 5.2\(1\)n1\(5\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(6\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(7\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(8a\) All All All

Operating System Cisco Nx-os 5.2\(1\)n1\(8\) All All All

Operating System Cisco Nx-os 6.0\(2\)n1\(2a\) All All All

Operating System Cisco Nx-os 6.0\(2\)n1\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(1b\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(1\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(2\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(3\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(4\) All All All

Operating System Cisco Nx-os 6.0\(2\)n2\(5\) All All All

Operating System Cisco Nx-os 7.0\(0\)n1\(1\) All All All

Operating System Cisco Nx-os 7.0\(1\)n1\(1\) All All All

Operating System Cisco Nx-os 7.0\(2\)n1\(1\) All All All

Operating System Cisco Nx-os All All All All

Operating System Cisco Nx-os All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco Security Notice: Cisco NX-OS Software SNMP Information Disclosure Vulnerability CISCO tools.cisco.com

Cisco NX-OS Software CVE-2014-3341 Information Disclosure Vulnerability BID www.securityfocus.com

Cisco NX-OS Nexus 5000/6000 SNMP Bug Lets Remote Users Obtain Potentially Sensitive Information - SecurityTracker SECTRACK www.securitytracker.com

Alert Details - Security Center - Cisco Systems CONFIRM tools.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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