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Summary

CVE CVE-2014-3345

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-28 23:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The web framework in Cisco Transport Gateway for Smart Call Home (aka TG-SCH or Transport Gateway Installation Software) 4.0 does not properly check authorization for administrative web pages, which allows remote attackers to modify the product via a crafted URL, aka Bug ID CSCuq31503.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Transport Gateway Installation Software 4.0 All All All

Application Cisco Transport Gateway Installation Software 4.0 All All All

References

Reference Source Link

Cisco Transport Gateway for Smart Call Home (TG-SCH) CVE-2014-3345 Security Bypass Vulnerability BID www.securityfocus.com

Cisco Transport Gateway Access Control Flaw Lets Remote Users Modify the Configuration - SecurityTracker SECTRACK www.securitytracker.com

Security Advisory SA60391 - Cisco Transport Gateway for Smart Call Home Security Bypass Vulnerability - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

20140828 Transport Gateway for Smart Call Home Unauthorized Configuration Change Vulnerability CISCO tools.cisco.com

tools.cisco.com/security/center/viewAlert.x CONFIRM tools.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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