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CVE Program / NVD first with legacy fallback
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Cisco 10S 15.1(4)M2 on Cisco 1800 ISR devices, when the ISDN Basic Rate Interface is enabled, allows remote attackers
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NVD Known Affected Configurations (CPE 2.3)

Type
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Operating System

Operating System

Operating System

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

1801 Integrated Service Router
1801 Integrated Service Router
1802 Integrated Service Router
1802 Integrated Service Router
1803 Integrated Service Router
18083 Integrated Service Router
1811 Integrated Service Router
1811 Integrated Service Router
1812 Integrated Service Router
1812 Integrated Service Router
1841 Integrated Service Router
1841 Integrated Service Router
1861 Integrated Service Router

1861 Integrated Service Router

Version

15.1(4)m2
15.1\(4)m2

15.1\(4\)m2

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

A

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2014-3347/mitre
https://cve.report/CVE-2014-3347/nist
https://cve.report/CVE-2014-3347/cve_org
https://cve.report/CVE-2014-3347.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1801_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1801_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1802_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1802_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1803_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1803_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1811_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1811_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1812_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1812_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1841_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1841_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1861_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/1861_integrated_service_router
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios

B -

References

Reference Source Link

Cisco 1800 Series CVE-2014-3347 Denial of Service Vulnerability BID WWW.

Cisco 1800 Series Integrated Services Router ISDN Timing Error Lets Remote Users Deny Services - SecurityTracker SECTRACK — www.

20140827 Cisco 1800 Series ISR ISDN Basic Rate Interface Denial of Service Vulnerability CISCO tools.
IBM X-Force Exchange XF exche
tools.cisco.com/security/center/viewAlert.x CONFIRM tools.i
CVE Program record CVE.ORG WWW.
NVD vulnerability detail NVD nvd.n
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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