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Summary

CVE CVE-2014-3348

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-10 10:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The SSH module in the Integrated Management Controller (IMC) before 2.3.1 in Cisco Unified Computing System on E-Series blade servers allows remote attackers to cause a denial of service (IMC hang) via a crafted SSH packet, aka Bug ID CSCuo69206.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Integrated Management Controller All All All All

Hardware Cisco Unified Computing System E140d - All All All

Hardware Cisco Unified Computing System E140d - All All All

Hardware Cisco Unified Computing System E140dp - All All All

Hardware Cisco Unified Computing System E140dp - All All All

Hardware Cisco Unified Computing System E140s M1 - All All All

Hardware Cisco Unified Computing System E140s M1 - All All All

Hardware Cisco Unified Computing System E140s M2 - All All All

Hardware Cisco Unified Computing System E140s M2 - All All All

Hardware Cisco Unified Computing System E160d - All All All

Hardware Cisco Unified Computing System E160d - All All All

Hardware Cisco Unified Computing System E160dp - All All All

Hardware Cisco Unified Computing System E160dp - All All All

Hardware Cisco Unified Computing System En120s M2 - All All All

Hardware Cisco Unified Computing System En120s M2 - All All All
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Reference Source

Cisco Unified Computing System E-Series SSH Packet Handling Denial of Service Vulnerability BID

Cisco Unified Computing System E-Series Blade Servers SSH Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK

20140905 Cisco Integrated Management Controller SSH Denial of Service Vulnerability CISCO

Cisco Integrated Management Controller SSH Denial of Service Vulnerability CONFIRM

Cisco Unified Computing System E-Series Blade Servers Cisco Integrated Management Controller SSH Denial of Service Vulnerability CISCO

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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