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CVE CVE-2014-3349
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-29 09:55:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description Cisco Intelligent Automation for Cloud (aka Cisco Cloud Portal) does not validate file types during the handling of file submi

/ |

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Cisco Cloud Portal - All All
Application Cisco Cloud Portal - All All

Language

All

All

1|

References

Reference

Cisco Cloud Portal Input Validation Flaw Lets Remote Authenticated Users Upload Arbitrary Files - Security Tracker
20140828 Cisco Intelligent Automation for Cloud Arbitrary File Upload

Cisco Intelligent Automation for Cloud CVE-2014-3349 Arbitrary File Upload Vulnerability

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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