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Summary

CVE CVE-2014-3409

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-25 10:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The Ethernet Connectivity Fault Management (CFM) handling feature in Cisco IOS 12.2(33)SRE9a and earlier and IOS XE 3.13S and earlier allows remote attackers to cause a denial of service (device reload) via malformed CFM packets, aka Bug ID CSCuq93406.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios All All All All

Operating System Cisco Ios All All All All

Operating System Cisco Ios Xe All All All All

References

Reference Source

Cisco IOS and IOS XE Software CVE-2014-3409 Denial of Service Vulnerability BID

tools.cisco.com/security/center/viewAlert.x CONFIRM

20141024 Cisco IOS and IOS XE Software Ethernet Connectivity Fault Management Vulnerability CISCO

About Secunia Research | Flexera SECUNIA

Cisco IOS/IOS XE Bug in Ethernet Connectivity Fault Management Code Lets Remote Users Deny Service - SecurityTracker SECTRACK

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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