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Summary

CVE CVE-2014-3432

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-27 14:55:00 UTC

Updated 2014-07-24 05:00:00 UTC

Description Cross-site scripting (XSS) vulnerability in the management console in Symantec Data Insight 3.x and 4.x before 4.5 allows remote attackers to inject arbitrary web script or HTML via an unspecified form field.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Data Insight 3.0 All All All

Application Symantec Data Insight 3.0.1 All All All

Application Symantec Data Insight 4.0 All All All

Application Symantec Data Insight 3.0 All All All

Application Symantec Data Insight 3.0.1 All All All

Application Symantec Data Insight 4.0 All All All

References

Reference

Symantec Data Insight Input Validation Flaw in Management Console Permits Cross-Site Scripting and HTML Injection Attacks - SecurityTracker

Symantec Data Insight Management Console CVE-2014-3432 Cross Site Scripting Vulnerability

Security Advisory SA59561 - Symantec Data Insight Management Console Cross-Site Scripting Vulnerability - Secunia

Security Advisories Relating to Symantec Products - Symantec Data Insight Management Console HTML Injection and Cross-Site Scripting - 2014-06-25T06:00:00 PDT 

Security Advisory SA59538 - Symantec Data Insight Management Console Cross-Site Scripting Vulnerability - Secunia

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2014-3432/mitre
https://cve.report/CVE-2014-3432/nist
https://cve.report/CVE-2014-3432/cve_org
https://cve.report/api/cve/CVE-2014-3432.json
https://cve.report/CVE-2014-3432.pdf
http://cve.report/vendor/symantec
http://cve.report/software/symantec/data_insight
http://cve.report/vendor/symantec
http://cve.report/software/symantec/data_insight
http://cve.report/vendor/symantec
http://cve.report/software/symantec/data_insight
http://cve.report/vendor/symantec
http://cve.report/software/symantec/data_insight
http://cve.report/vendor/symantec
http://cve.report/software/symantec/data_insight
http://cve.report/vendor/symantec
http://cve.report/software/symantec/data_insight
http://www.securitytracker.com/id/1030472
http://www.securityfocus.com/bid/68160
http://secunia.com/advisories/59561
http://www.symantec.com/security_response/securityupdates/detail.jsp?fid=security_advisory&pvid=security_advisory&year=&suid=20140625_00
http://secunia.com/advisories/59538
https://www.cve.org/CVERecord?id=CVE-2014-3432
https://nvd.nist.gov/vuln/detail/CVE-2014-3432


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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