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CVE CVE-2014-3434
State PUBLIC
Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-06 19:55:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description Buffer overflow in the sysplant driver in Symantec Endpoint Protection (SEP) Client 11.x and 12.x before 12.1 RU4 MP1b, ¢
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Symantec Endpoint Protection 11.0 All All All

Application Symantec Endpoint Protection 12.0 - small_business All

Application Symantec Endpoint Protection 12.1 All All All

Application Symantec Endpoint Protection 11.0 All All All

Application Symantec Endpoint Protection 12.0 - small_business All

Application Symantec Endpoint Protection 12.1 All All All
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Security Advisories Relating to Symantec Products - Symantec Endpoint Protection Local Client Application Device Control Buffer Overflow - ¢
109663

Symantec Endpoint Protection 11.x, 12.x - Kernel Pool Overflow

About Secunia Research | Flexera

IBM X-Force Exchange
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Vulnerability Note VU#252068 - Symantec Endpoint Protection Client contains a kernel pool overflow vulnerability
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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