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JetMPAd.ax in JetAudio 8.1.1 and earlier allows remote attackers to cause a denial of service (crash) via a crafted .ogg file.
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Product

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Jetaudio

Version

8.0

8.0.1

8.0.10

8.0.11

8.0.12

8.0.14

8.0.15

8.0.16

8.0.17

8.0.2

8.0.7.1000

8.0.8

Update
All
All
All
All
All
All
All
All
All
All
All
All
All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

basic

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2014-3443/mitre
https://cve.report/CVE-2014-3443/nist
https://cve.report/CVE-2014-3443/cve_org
https://cve.report/api/cve/CVE-2014-3443.json
https://cve.report/CVE-2014-3443.pdf
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio
http://cve.report/vendor/jetaudio
http://cve.report/software/jetaudio/jetaudio

Application Jetaudio Jetaudio 8.1.0 All All All
Application Jetaudio Jetaudio 8.0 All All All
Application Jetaudio Jetaudio 8.0.1 All All All
Application Jetaudio Jetaudio 8.0.10 All All All
Application Jetaudio Jetaudio 8.0.11 All All All
Application Jetaudio Jetaudio 8.0.12 All All All
Application Jetaudio Jetaudio 8.0.14 All All All
Application Jetaudio Jetaudio 8.0.15 All All All
Application Jetaudio Jetaudio 8.0.16 All All All
Application Jetaudio Jetaudio 8.0.17 All All All
Application Jetaudio Jetaudio 8.0.2 All All All
Application Jetaudio Jetaudio 8.0.4 All All All
Application Jetaudio Jetaudio 8.0.5 All All All
Application Jetaudio Jetaudio 8.0.6 All All All
Application Jetaudio Jetaudio 8.0.7 All All All
Application Jetaudio Jetaudio 8.0.7.1000 - basic All
Application Jetaudio Jetaudio 8.0.8 All All All
Application Jetaudio Jetaudio 8.0.9 All All All
Application Jetaudio Jetaudio 8.1.0 All All All
Application Jetaudio Jetaudio All All All All
Reference Source Link Tags
JetAudio 8.1.1 - (.ogg) Crash PoC EXPLOIT-DB www.exploit-db.com Exploit
jetAudio '.ogg' File Memory Corruption Vulnerability BID www.securityfocus.com Exploit
CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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