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CVE CVE-2014-3445
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-01-28 15:15:00 UTC
Updated 2020-01-31 19:11:00 UTC
Description backup.php in HandsomeWeb SOS Webpages before 1.1.12 does not require knowledge of the cleartext password, which
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Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Handsomeweb Sos Webpages All All All All
Application Handsomeweb Sos Webpages All All All All

References

Reference Source
CVE-2014-3445 - Portcullis MISC
SOS Webpages CVE-2014-3445 Unauthorized Access Vulnerability MISC
HandsomeWeb SOS Webpages 1.1.11 Backup / Hash Disclosure =~ Packet Storm MISC
SOS Webpages - Browse /SOS Webpages/SOS Webpages 1.1.12 at SourceForge.net MISC

Full Disclosure: CVE-2014-3445 - Unauthenticated Backup and Password Disclosure in HandsomeWeb SOS Webpages MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2014-3445/mitre
https://cve.report/CVE-2014-3445/nist
https://cve.report/CVE-2014-3445/cve_org
https://cve.report/api/cve/CVE-2014-3445.json
https://cve.report/CVE-2014-3445.pdf
http://cve.report/vendor/handsomeweb
http://cve.report/software/handsomeweb/sos_webpages
http://cve.report/vendor/handsomeweb
http://cve.report/software/handsomeweb/sos_webpages
https://www.portcullis-security.com/security-research-and-downloads/security-advisories/cve-2014-3445/
http://www.securityfocus.com/bid/67644
http://packetstormsecurity.com/files/126844/HandsomeWeb-SOS-Webpages-1.1.11-Backup-Hash-Disclosure.html
http://sourceforge.net/projects/soswebpages/files/SOS%20Webpages/SOS%20Webpages%201.1.12/
http://seclists.org/fulldisclosure/2014/May/130
https://www.cve.org/CVERecord?id=CVE-2014-3445
https://nvd.nist.gov/vuln/detail/CVE-2014-3445
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