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Eval injection vulnerability in the flag_import_form_validate function in includes/flag.export.inc in the Flag module 7.x-3.0, 7.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Flag Module Project Flag 7.x-3.0 - All All
Flag Module Project Flag 7.x-3.0 alphat All All
Flag Module Project Flag 7.x-3.0 alpha2 All All
Flag Module Project Flag 7.x-3.0 alpha3 All All
Flag Module Project Flag 7.x-3.0 alpha4 All All
Flag Module Project Flag 7.x-3.0 betal All All
Flag Module Project Flag 7.x-3.0 rct All All
Flag Module Project Flag 7.x-3.1 All All All
Flag Module Project Flag 7.x-3.2 All All All
Flag Module Project Flag 7.x-3.3 All All All
Flag Module Project Flag 7.x-3.4 All All All
Flag Module Project Flag 7.x-3.X dev All All
Flag Module Project Flag 7.x-3.0 - All All
Flag Module Project Flag 7.x-3.0 alphat All All
Flag Module Project Flag 7.x-3.0 alpha2 All All
Flag Module Project Flag 7.x-3.0 alpha3 All All
Flag Module Project Flag 7.x-3.0 alpha4 All All
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Application Flag Module Project Flag 7.x-3.0 betal All All
Application Flag Module Project Flag 7.x-3.0 rcl All All
Application Flag Module Project Flag 7.x-3.1 All All All
Application Flag Module Project Flag 7.x-3.2 All All All
Application Flag Module Project Flag 7.x-3.3 All All All
Application Flag Module Project Flag 7.x-3.4 All All All
Application Flag Module Project Flag 7.x-3.X dev All All
Application Flag Module Project Flag All All All All
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oss-security - Re: CVE request: Drupal Flag 7.x-3.5 Module Vulnerability report: Arbitrary code execution due to improper input handling in flag
Full Disclosure: Drupal Flag 7.x-3.5 Module Vulnerability report: Arbitrary code execution due to improper input handling in flag importer

Bug 1096604 — CVE-2014-3453 drupal6-flag: code execution flaw in flag importer

Drupal Flag Module CVE-2014-3453 Arbitrary PHP Code Execution Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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