CVE-2014-3482

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-3482
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-07 11:01:00 UTC
Updated 2019-08-08 15:42:00 UTC
Description SQL injection vulnerability in activerecord/lib/active_record/connection_adapters/postgresql_adapter.rb in the PostgreSQL ¢

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 2.0.0 All All All
Application Rubyonrails Rails 2.0.0 rci All All
Application Rubyonrails Rails 2.0.0 rc2 All All
Application Rubyonrails Rails 2.0.1 All All All
Application Rubyonrails Rails 2.0.2 All All All
Application Rubyonrails Rails 2.04 All All All
Application Rubyonrails Rails 2.1.0 All All All
Application Rubyonrails Rails 211 All All All
Application Rubyonrails Rails 21.2 All All All
Application Rubyonrails Rails 220 All All All
Application Rubyonrails Rails 2.21 All All All
Application Rubyonrails Rails 222 All All All
Application Rubyonrails Rails 2.3.0 All All All
Application Rubyonrails Rails 2.31 All All All
Application Rubyonrails Rails 2.3.10 All All All
Application Rubyonrails Rails 2.3.11 All All All
Application Rubyonrails Rails 2.3.12 All All All
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Red Hat Customer Portal

About Secunia Research | Flexera

About Secunia Research | Flexera

NVD vulnerability detail

Debian -- Security Information -- DSA-2982-1 ruby-activerecord-3.2

Security Advisory SA60763 - SUSE update for rubygem-activerecord-2_3 - Secunia

Ruby on Rails 'ActiveRecord' CVE-2014-3482 SQL Injection Vulnerability

[rubyonrails-security] 20140702 [CVE-2014-3482] [CVE-2014-3483] Two Active Record SQL Injection Vulnerabilities Affecting PostgreSQL

oss-security - [CVE-2014-3482] [CVE-2014-3483] Ruby on Rails: Two Active Record SQL Injection Vulnerabilities Affecting PostgreSQL
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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