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Summary

CVE CVE-2014-3490

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-19 18:55:00 UTC

Updated 2019-03-21 14:22:00 UTC

Description RESTEasy 2.3.1 before 2.3.8.SP2 and 3.x before 3.0.9, as used in Red Hat JBoss Enterprise Application Platform (EAP) 6.3.0, does not disable external entities when the resteasy.document.expand.entity.references parameter is set to false, which allows remote attackers to read arbitrary files and have other unspecified impact via unspecified vectors, related to an XML External Entity (XXE) issue. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 6.3.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.3.0 All All All

Application Redhat Resteasy All All All All

Application Redhat Resteasy 3.0 beta1 All All

Application Redhat Resteasy 3.0 beta2 All All

Application Redhat Resteasy 3.0 beta3 All All

Application Redhat Resteasy 3.0 beta4 All All

Application Redhat Resteasy 3.0 beta5 All All

Application Redhat Resteasy 3.0 beta6 All All

Application Redhat Resteasy 3.0 rc1 All All

Application Redhat Resteasy All All All All

Application Redhat Resteasy 3.0 beta1 All All

Application Redhat Resteasy 3.0 beta2 All All

Application Redhat Resteasy 3.0 beta3 All All

Application Redhat Resteasy 3.0 beta4 All All

Application Redhat Resteasy 3.0 beta5 All All

Application Redhat Resteasy 3.0 beta6 All All
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Application Redhat Resteasy 3.0 beta6 All All

Application Redhat Resteasy 3.0 rc1 All All

Application Redhat Resteasy All All All All

References

Reference Source Link

Security Advisory SA60019 - Red Hat update for Red Hat JBoss Enterprise Application Platform - Secunia SECUNIA secunia.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

master branch by ronsigal · Pull Request #521 · resteasy/Resteasy · GitHub CONFIRM github.com

RESTEasy Incomplete Fix XML Entity References Information Disclosure Vulnerability BID www.securityfocus.com

RESTEASY-1073 by liweinan · Pull Request #533 · resteasy/Resteasy · GitHub CONFIRM github.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CPU Oct 2018 CONFIRM www.oracle.com

Red Hat Customer Portal REDHAT rhn.redhat.com

RESTEASY-1073: Prevent expansion of XML external parameter entities. · ronsigal/Resteasy@9b7d0f5 · GitHub MISC github.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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