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Summary

CVE CVE-2014-3494

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-01 16:55:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description kio/usernotificationhandler.cpp in the POP3 kioslave in kdelibs 4.10.95 before 4.13.3 does not properly generate warning notifications, which allows man-in-the-middle attackers to obtain sensitive information via an invalid certificate.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Kdelibs 4.10.97 All All All

Application Kde Kdelibs 4.11.0 All All All

Application Kde Kdelibs 4.11.1 All All All

Application Kde Kdelibs 4.11.2 All All All

Application Kde Kdelibs 4.11.3 All All All

Application Kde Kdelibs 4.11.4 All All All

Application Kde Kdelibs 4.11.5 All All All

Application Kde Kdelibs 4.11.80 All All All

Application Kde Kdelibs 4.11.90 All All All

Application Kde Kdelibs 4.11.95 All All All

Application Kde Kdelibs 4.11.97 All All All

Application Kde Kdelibs 4.12.0 All All All

Application Kde Kdelibs 4.12.1 All All All

Application Kde Kdelibs 4.12.2 All All All

Application Kde Kdelibs 4.12.3 All All All

Application Kde Kdelibs 4.12.4 All All All

Application Kde Kdelibs 4.12.5 All All All
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Application Kde Kdelibs 4.12.5 All All All

Application Kde Kdelibs 4.12.80 All All All

Application Kde Kdelibs 4.12.90 All All All

Application Kde Kdelibs 4.12.95 All All All

Application Kde Kdelibs 4.12.97 All All All

Application Kde Kdelibs 4.13.0 All All All

Application Kde Kdelibs 4.13.1 All All All

Application Kde Kdelibs 4.10.97 All All All

Application Kde Kdelibs 4.11.0 All All All

Application Kde Kdelibs 4.11.1 All All All

Application Kde Kdelibs 4.11.2 All All All

Application Kde Kdelibs 4.11.3 All All All

Application Kde Kdelibs 4.11.4 All All All

Application Kde Kdelibs 4.11.5 All All All

Application Kde Kdelibs 4.11.80 All All All

Application Kde Kdelibs 4.11.90 All All All

Application Kde Kdelibs 4.11.95 All All All

Application Kde Kdelibs 4.11.97 All All All

Application Kde Kdelibs 4.12.0 All All All

Application Kde Kdelibs 4.12.1 All All All

Application Kde Kdelibs 4.12.2 All All All

Application Kde Kdelibs 4.12.3 All All All

Application Kde Kdelibs 4.12.4 All All All

Application Kde Kdelibs 4.12.5 All All All

Application Kde Kdelibs 4.12.80 All All All

Application Kde Kdelibs 4.12.90 All All All

Application Kde Kdelibs 4.12.95 All All All

Application Kde Kdelibs 4.12.97 All All All

Application Kde Kdelibs 4.13.0 All All All

Application Kde Kdelibs 4.13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

References

Reference Source Link Tags

kdelibs CVE-2014-3494 SSL Certificate Validation Security Bypass Vulnerability BID www.securityfocus.com

openSUSE-SU-2015:0573-1: moderate: Security update for kdebase4-runtime, SUSE lists.opensuse.org
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openSUSE-SU-2015:0573-1: moderate: Security update for kdebase4-runtime, SUSE lists.opensuse.org

KDE QuickGit :: kdelibs.git/commitdiff CONFIRM quickgit.kde.org Exploit, Patch

www.kde.org/info/security/advisory-20140618-1.txt CONFIRM www.kde.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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