
CVE-2014-3514
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-3514

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-20 11:17:00 UTC

Updated 2019-08-08 15:43:00 UTC

Description activerecord/lib/active_record/relation/query_methods.rb in Active Record in Ruby on Rails 4.0.x before 4.0.9 and 4.1.x before 4.1.5 allows remote attackers to bypass the strong parameters protection mechanism via crafted input to an application that makes create_with calls.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rubyonrails Rails 4.0.0 - All All

Application Rubyonrails Rails 4.0.0 beta All All

Application Rubyonrails Rails 4.0.0 rc1 All All

Application Rubyonrails Rails 4.0.0 rc2 All All

Application Rubyonrails Rails 4.0.1 - All All

Application Rubyonrails Rails 4.0.1 rc1 All All

Application Rubyonrails Rails 4.0.1 rc2 All All

Application Rubyonrails Rails 4.0.1 rc3 All All

Application Rubyonrails Rails 4.0.1 rc4 All All

Application Rubyonrails Rails 4.0.2 All All All

Application Rubyonrails Rails 4.0.3 All All All

Application Rubyonrails Rails 4.0.4 All All All

Application Rubyonrails Rails 4.0.5 All All All

Application Rubyonrails Rails 4.0.6 All All All

Application Rubyonrails Rails 4.0.6 rc1 All All

Application Rubyonrails Rails 4.0.6 rc2 All All

Application Rubyonrails Rails 4.0.6 rc3 All All
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Application Rubyonrails Rails 4.0.6 rc3 All All

Application Rubyonrails Rails 4.0.7 All All All

Application Rubyonrails Rails 4.0.8 All All All

Application Rubyonrails Rails 4.1.0 - All All

Application Rubyonrails Rails 4.1.0 beta1 All All

Application Rubyonrails Rails 4.1.1 All All All

Application Rubyonrails Rails 4.1.2 All All All

Application Rubyonrails Rails 4.1.2 rc1 All All

Application Rubyonrails Rails 4.1.2 rc2 All All

Application Rubyonrails Rails 4.1.2 rc3 All All

Application Rubyonrails Rails 4.1.3 All All All

Application Rubyonrails Rails 4.1.4 All All All

Application Rubyonrails Rails 4.0.0 - All All

Application Rubyonrails Rails 4.0.0 beta All All

Application Rubyonrails Rails 4.0.0 rc1 All All

Application Rubyonrails Rails 4.0.0 rc2 All All

Application Rubyonrails Rails 4.0.1 - All All

Application Rubyonrails Rails 4.0.1 rc1 All All

Application Rubyonrails Rails 4.0.1 rc2 All All

Application Rubyonrails Rails 4.0.1 rc3 All All

Application Rubyonrails Rails 4.0.1 rc4 All All

Application Rubyonrails Rails 4.0.2 All All All

Application Rubyonrails Rails 4.0.3 All All All

Application Rubyonrails Rails 4.0.4 All All All

Application Rubyonrails Rails 4.0.5 All All All

Application Rubyonrails Rails 4.0.6 All All All

Application Rubyonrails Rails 4.0.6 rc1 All All

Application Rubyonrails Rails 4.0.6 rc2 All All

Application Rubyonrails Rails 4.0.6 rc3 All All

Application Rubyonrails Rails 4.0.7 All All All

Application Rubyonrails Rails 4.0.8 All All All

Application Rubyonrails Rails 4.1.0 - All All

Application Rubyonrails Rails 4.1.0 beta1 All All

Application Rubyonrails Rails 4.1.1 All All All

Application Rubyonrails Rails 4.1.2 All All All

Application Rubyonrails Rails 4.1.2 rc1 All All
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Application Rubyonrails Rails 4.1.2 rc2 All All

Application Rubyonrails Rails 4.1.2 rc3 All All

Application Rubyonrails Rails 4.1.3 All All All

Application Rubyonrails Rails 4.1.4 All All All

References

Reference Source Link

[rubyonrails-security] 20140818 [Ruby on Rails] [CVE-2014-3514] Strong Parameter bypass with create_with MLIST groups.google.com

Red Hat Customer Portal REDHAT rhn.redhat.com

About Secunia Research | Flexera SECUNIA secunia.com

oss-security - [Ruby on Rails] [CVE-2014-3514] Strong Parameter bypass with create_with MLIST openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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