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AVNACLAUNCOCAC Certain versions of Traffic Server from Apache contain the following
’ vulnerability:

Unspecified vulnerability in Apache Traffic Server 3.x through 3.2.5, 4.x
before 4.2.1.1, and 5.x before 5.0.1 has unknown impact and attack
vectors, possibly related to health checks.

CVE-2014-3525 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [ NN
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
[ANNOUNCE] Apache Traffic Server releases / MLIST [trafficserver-users] 20140723 [ANNOUNCE]
for security incident CVE-2014-3525 Apache Traffic Server releases for security incident CVE-
2014-3525
About Secunia Research | Flexera [ secunia.com | { SECUNIA 60375
IBM X-Force Exchange € XF apache-traffic-cve20143525-unspecified(95495)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.



https://cve.report/
https://cve.report/CVE-2014-3525/mitre
https://cve.report/CVE-2014-3525/nist
https://cve.report/CVE-2014-3525/cve_org
https://cve.report/CVE-2014-3525.pdf
http://cve.report/software/apache/traffic_server
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://mail-archives.apache.org/mod_mbox/trafficserver-users/201407.mbox/%253CBFCEC9C8-1BE9-4DCA-AF9C-B8FE798EEC07@yahoo-inc.com%253E
https://cve.report/CVE-2014-3525/98417efc
https://exchange.xforce.ibmcloud.com/vulnerabilities/95495
mailto:%20comment@cve.report

Related QID Numbers

690340 Free Berkeley Software Distribution (FreeBSD) Security Update for trafficserver (6318b303-3507-11e4-b76¢-0011d823eebd)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apache Traffic Server 2.0.0 All All All
Application Apache Traffic Server 2.0.0 alpha All All
Application Apache Traffic Server 2.0.1 All All All
Application Apache Traffic Server 2.1.0 All All All
Application Apache Traffic Server 211 All All All
Application Apache Traffic Server 2.1.2 All All All
Application Apache Traffic Server 213 All All All
Application Apache Traffic Server 2.1.4 All All All
Application Apache Traffic Server 2.1.5 All All All
Application Apache Traffic Server 2.1.6 All All All
Application Apache Traffic Server 217 All All All
Application Apache Traffic Server 2.1.8 All All All
Application Apache Traffic Server 2.1.9 All All All
Application Apache Traffic Server 3.0.0 All All All
Application Apache Traffic Server 3.0.1 All All All
Application Apache Traffic Server 3.0.2 All All All
Application Apache Traffic Server 3.0.3 All All All
Application Apache Traffic Server 3.0.4 All All All
Application Apache Traffic Server 3.1.0 All All All
Application Apache Traffic Server 3.1.1 All All All
Application Apache Traffic Server 3.1.2 All All All
Application Apache Traffic Server 3.1.3 All All All
Application Apache Traffic Server 3.1.4 All All All
Application Apache Traffic Server 3.2.0 All All All
Application Apache Traffic Server 3.3.0 All All All
Application Apache Traffic Server 3.3.1 All All All
Application Apache Traffic Server 3.3.2 All All All
Application Apache Traffic Server 3.3.3 All All All
Application Apache Traffic Server 3.3.4 All All All
Application Apache Traffic Server 3.3.5 All All All
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Application Apache Traffic Server
Application Apache Traffic Server
Application Apache Traffic Server
Application Apache Traffic Server
Application Apache Traffic Server
cpe:2.3:a:apache:traffic_server:2.0.0:*:* """

cpe:2.3:a:apache:traffic_server:2.0.1:*:*:**:*:*:*:

cpe:2.3:a:apache:traffic_server:2.1.0

Ak kLK LK LKLk LK,

cpe:2.3:a:apache:traffic_server:2.1.1:*:* 7 *:*:

cpe:2.3:a:apache:traffic_server:2.1.2:*:*:***:*:*:

cpe:2.3:a:apache:traffic_server:2.1.3:*:*:***:*:*:

cpe:2.3:a:apache:traffic_server:2.1.4:*:*:****:*:

cpe:2.3:a:apache:traffic_server:2.1.5

akk kKK kLK,

cpe:2.3:a:apache:traffic_server:2.1.6:":* " ™

cpe:2.3:a:apache:traffic_server:2.1.7:* " ™

cpe:2.3:a:apache:traffic_server:2.1.8:* " ™

cpe:2.3:a:apache:traffic_server:2.1.9:*:****:*:*:

cpe:2.3:a:apache:traffic_server:3.0.0

Kk kK kKK,

cpe:2.3:a:apache:traffic_server:3.0.1:* " ™

cpe:2.3:a:apache:traffic_server:3.0.2:* " ™

cpe:2.3:a:apache:traffic_server:3.0.3:***:***:™:

cpe:2.3:a:apache:traffic_server:3.0.4:******:*:

cpe:2.3:a:apache:traffic_server:3.1.0

Kk ok kKKK,

cpe:2.3:a:apache:traffic_server:3.1.1: " ™

cpe:2.3:a:apache:traffic_server:3.1.2

Kk ok kKKK,

cpe:2.3:a:apache:traffic_server:3.1.3:******:*:

cpe:2.3:a:apache:traffic_server:3.1.4:******:*:

cpe:2.3:a:apache:traffic_server:3.2.0:*:**:***:*:

cne? 3:a'anachetraffic servar:l3 3 ()-*-x-*exkxk.
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cpe:2.3:a:apache:traffic_server:3.3.1:*:*:* "

cpe:2.3:a:apache:traffic_server:3.3.2:*:*:*:*:*:":*:

cpe:2.3:a:apache:traffic_server:3.3.3:":*:**:":*:

cpe:2.3:a:apache:traffic_server:3.3.4:"* " ™

cpe:2.3:a:apache:traffic_server:3.3.5:%:*:***:*:*:

cpe:2.3:a:apache:traffic_server:4.0.1:*:*:***":*:

cpe:2.3:a:apache:traffic_server:4.1.0:":* 7 :*:*:

cpe:2.3:a:apache:traffic_server:4.2.0:*:*:***:*:*:

cpe:2.3:a:apache:traffic_server:4.2.1:*:*:****:*:

cpe:2.3:a:apache:traffic_server:5.0.0:*:*:**:*:*:*:

cpe:2.3:a:apache:traffic_server:2.0.0:*:*:*:*:*:*:*:

dkkakuk k.

cpe:2.3:a:apache:traffic_server:2.0.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:traffic_server:2.0.1:*:*:***:*:*:

cpe:2.3:a:apache:traffic_server:2.1.0:":* " ™

cpe:2.3:a:apache:traffic_server:2.1.1:* " ™

cpe:2.3:a:apache:traffic_server:2.1.2:* " ™

cpe:2.3:a:apache:traffic_server:2.1.3:*:****:*:*:

cpe:2.3:a:apache:traffic_server:2.1.4:* "

cpe:2.3:a:apache:traffic_server:2.1.5:* " ™

cpe:2.3:a:apache:traffic_server:2.1.6:**: " ™

cpe:2.3:a:apache:traffic_server:2.1.7:* " ™

cpe:2.3:a:apache:traffic_server:2.1.8:***:***:™:

cpe:2.3:a:apache:traffic_server:2.1.9:******:*:

cpe:2.3:a:apache:traffic_server:3.0.0:***:***:*:

cpe:2.3:a:apache:traffic_server:3.0.1:******:*:

cpe:2.3:a:apache:traffic_server:3.0.2:***:***:*:

cpe:2.3:a:apache:traffic_server:3.0.3:***:***:*:

cpe:2.3:a:apache:traffic_server:3.0.4:***:***:*:



cpe:2.3:a:apache:traffic_server:3.1.0:":* """
cpe:2.3:a:apache:traffic_server:3.1.1:* " """
cpe:2.3:a:apache:traffic_server:3.1.2:*:*:***:":*:
cpe:2.3:a:apache:traffic_server:3.1.3:":* """
cpe:2.3:a:apache:traffic_server:3.1.4:":* 7 ":*:
cpe:2.3:a:apache:traffic_server:3.2.0:*:*:**:*:*:*:
cpe:2.3:a:apache:traffic_server:3.3.0:*:* 7 :*:*:
cpe:2.3:a:apache:traffic_server:3.3.1:%:* 7 :*:*:
cpe:2.3:a:apache:traffic_server:3.3.2:*:*:*:*:*:*:*:
cpe:2.3:a:apache:traffic_server:3.3.3:*:*:***:*:*:
cpe:2.3:a:apache:traffic_server:3.3.4:*:*:***:*:*:
cpe:2.3:a:apache:traffic_server:3.3.5:*:* 7 :*:*:
cpe:2.3:a:apache:traffic_server:4.0.1:*:*:***:*:*:
cpe:2.3:a:apache:traffic_server:4.1.0:*:*:****:*:
cpe:2.3:a:apache:traffic_server:4.2.0:*:*:***:*:*:
cpe:2.3:a:apache:traffic_server:4.2.1:*:*****:*:

cpe:2.3:a:apache:traffic_server:5.0.0:*:*:**:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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