CVE-2014-3552
Published on: 07/29/2014 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:45 PM UTC

CVE-2014-3552

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVN/AG-MAUS/C:P/LPIAP Certain versions of Moodle from Moodle contain the foIIowing
’ vulnerability:

The Shibboleth authentication plugin in auth/shibboleth/index.php in
Moodle through 2.3.11, 2.4.x before 2.4.11, and 2.5.x before 2.5.7

does not check whether a session ID is empty, which allows remote
authenticated users to hijack sessions via crafted plugin interaction.

CVE-2014-3552 has been assigned by && secalert@redhat.com to track the vulnerability

CVSS2 Score: ~6-MEDIUM

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Official Moodle git projects s CONFIRM git.moodle.org/gw?

- moodle.git/search p=moodle.qgit&a=search&h=refs%2Fheads%2FMOODLE_25_STABLE&st=commit&s=MDL-
45485

0ss-security - Moodle ¢ > MLIST [oss-security] 20140721 Moodle security notifications public

security notifications public

Moodle.org: MSA-14- @ CONFIRM moodle.org/mod/forum/discuss.php?d=264261
0020: Identity confusion in
Shibboleth authentication

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.



https://cve.report/
https://cve.report/CVE-2014-3552/mitre
https://cve.report/CVE-2014-3552/nist
https://cve.report/CVE-2014-3552/cve_org
https://cve.report/CVE-2014-3552.pdf
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://git.moodle.org/gw?p=moodle.git&a=search&h=refs%252Fheads%252FMOODLE_25_STABLE&st=commit&s=MDL-45485
http://openwall.com/lists/oss-security/2014/07/21/1
https://moodle.org/mod/forum/discuss.php?d=264261
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Moodle Moodle 2.3.0 All All All
Application Moodle Moodle 2.31 All All All
Application Moodle Moodle 2.3.10 All All All
Application Moodle Moodle 232 All All All
Application Moodle Moodle 2.3.3 All All All
Application Moodle Moodle 234 All All All
Application Moodle Moodle 2.35 All All All
Application Moodle Moodle 2.3.6 All All All
Application Moodle Moodle 2.3.7 All All All
Application Moodle Moodle 2.3.8 All All All
Application Moodle Moodle 2.3.9 All All All
Application Moodle Moodle 2.4.0 All All All
Application Moodle Moodle 2.4.1 All All All
Application Moodle Moodle 2.4.10 All All All
Application Moodle Moodle 242 All All All
Application Moodle Moodle 243 All All All
Application Moodle Moodle 2.4.4 All All All
Application Moodle Moodle 245 All All All
Application Moodle Moodle 2.4.6 All All All
Application Moodle Moodle 2.4.7 All All All
Application Moodle Moodle 2438 All All All
Application Moodle Moodle 2.4.9 All All All
Application Moodle Moodle 25.0 All All All
Application Moodle Moodle 2.5.1 All All All
Application Moodle Moodle 252 All All All
Application Moodle Moodle 253 All All All
Application Moodle Moodle 254 All All All
Application Moodle Moodle 255 All All All
Application Moodle Moodle 2.5.6 All All All
Application Moodle Moodle 2.3.0 All All All
Application Moodle Moodle 2.3.1 All All All
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cpe:2.3:a:moodle:moodle:2.3.5:* % "

cpe:2.3:a:moodle:moodle:2.3.6:*:* "

cpe:2.3:a:moodle:moodle:2.3.7:* %

cpe:2.3:a:moodle:moodle:2.3.8:* %"

cpe:2.3:a:moodle:moodle:2.3.9:*:* "

cpe:2.3:a:moodle:moodle:2.4.0:* % "

cpe:2.3:a:moodle:moodle:2.4.1 %

ARk kKK LKLk,

cpe:2.3:a:moodle:moodle:2.4.10:"::****:*:

cpe:2.3:a:moodle:moodle:2.4.2:% %

cpe:2.3:a:moodle:moodle:2.4.3:*:*

cpe:2.3:a:moodle:moodle:2.4.4: %%

cpe:2.3:a:moodle:moodle:2.4.5:% %

cpe:2.3:a:moodle:moodle:2.4.6:%:*

cpe:2.3:a:moodle:moodle:2.4.7:* %

cpe:2.3:a:moodle:moodle:2.4.8:*:*:*:

cpe:2.3:a:moodle:moodle:2.4.9:* %

cpe:2.3:a:moodle:moodle:2.5.0:% %

cpe:2.3:a:moodle:moodle:2.5.1: ™

cpe:2.3:a:moodle:moodle:2.5.2:

cpe:2.3:a:moodle:moodle:2.5.3:

cpe:2.3:a:moodle:moodle:2.5.4::**:***:*:

cpe:2.3:a:moodle:moodle:2.5.5:***:***:*:

cpe:2.3:a:moodle:moodle:2.5.6:*:*:*:***:*:

cpe:2.3:a:moodle:moodle:2.3.0: "

cpe:2.3:a:moodle:moodle:2.3.1:*

Kk kKoK kK,

cpe:2.3:a:moodle:moodle:2.3.10:* " %"

cpe:2.3:a:xmoodle:moodle:2.3.2: %% *

cpe:2.3:a:xmoodle:moodle:2.3.3: %"



cpe:2.3:a:moodle:moodle:2.3.4:* %"

cpe:2.3:a:moodle:moodle:2.3.5:* %"

cpe:2.3:a:moodle:moodle:2.3.6:*: %"

cpe:2.3:a:moodle:moodle:2.3.7:* %

cpe:2.3:a:moodle:moodle:2.3.8:*: %"

cpe:2.3:a:moodle:moodle:2.3.9:*:* "

cpe:2.3:a:moodle:moodle:2.4.0:* % "

cpe:2.3:a:moodle:moodle:2.4. 1 "

Ak kKK kLK LK,

cpe:2.3:a:moodle:moodle:2.4.10: "

cpe:2.3:a:moodle:moodle:2.4.2:% %

cpe:2.3:a:moodle:moodle:2.4.3:* %

cpe:2.3:a:moodle:moodle:2.4.4: %%

cpe:2.3:a:moodle:moodle:2.4.5:% %

cpe:2.3:a:moodle:moodle:2.4.6:%:*

cpe:2.3:a:moodle:moodle:2.4.7:* %

cpe:2.3:a:moodle:moodle:2.4.8:*:**

cpe:2.3:a:moodle:moodle:2.4.9:* % *

cpe:2.3:a:moodle:moodle:2.5.0:% % :***:

cpe:2.3:a:moodle:moodle:2.5.1: ™

cpe:2.3:a:moodle:moodle:2.5.2: " ™

cpe:2.3:a:moodle:moodle:2.5.3:

cpe:2.3:a:moodle:moodle:2.5.4:*:**:***:*:

cpe:2.3:a:moodle:moodle:2.5.5:***:**:*:*:

cpe:2.3:a:moodle:moodle:2.5.6:*:*: " :*:

Kk ok ok koK Kk,

cpe:2.3:a:moodle:moodle:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

« Previous ID

Next ID—
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