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The SSL protocol 3.0, as used in OpenSSL through 1.0.1i and other products, uses nondeterministic CBC padding, which r
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'[security bulletin] HPSBGNO03391 rev.1 - HP Universal CMDB Foundation, Discovery, Configuration Manag' - MARC
About Secunia Research | Flexera

IBM Security Bulletin: Vulnerability in SSLv3 affects Directory Server (CVE-2014-3566) - United States

McAfee KnowledgeBase - McAfee Security Bulletin - ePO update fixes multiple Oracle Java vulnerabilities

OpenSSL SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - SecurityTracker

Red Hat Customer Portal

CVE-2014-3566: Removing SSLv3 from BIG-IP
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Debian -- Security Information -- DSA-3144-1 openjdk-7
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'[security bulletin] HPSBGN03253 rev.1 - HP Business Process Insight (BPI) running SSLv3, Remote Disc' - MARC
Debian -- Security Information -- DSA-3489-1 lighttpd
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Security Bulletin: Multiple vulnerabilities in IBM Java Runtime affect Content Manager Enterprise Edition (CVE-2014-3566, CVE-2014-6457, C
"[security bulletin] HPSBGN03332 rev.1 - HP Operations Analytics running SSLv3, Remote Denial of Serv' - MARC
'[security bulletin] HPSBGN03203 rev.1 - HP CMS: UCMDB Browser running OpenSSL, Remote Disclosure of ' - MARC
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About Secunia Research | Flexera

'Patch to mitigate CVE-2014-3566 ("POODLE")' - MARC

IBM Security Bulletin: A security vulnerability has been identified in IBM Tivoli Directory Server shipped with AIX/VIOS (CVE-2014-3566) - Unif
Red Hat Customer Portal

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States
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Support | The POODLE weakness in the SSL protocol (CVE-2014-3566)

[security-announce] openSUSE-SU-2014:1331-1: important: update for opens

Red Hat Customer Portal

About the security content of iOS 8.1 - Apple Support

'[security bulletin] HPSBOV03227 rev.1 - HP SSL for OpenVMS, Remote Disclosure of Information, Denial' - MARC

[SECURITY] Fedora 19 Update: openssl-1.0.1e-40.fc19


http://marc.info/?l=bugtraq&m=144101915224472&w=2
https://access.redhat.com/errata/RHSA-2015:0086
http://www.mandriva.com/security/advisories?name=MDVSA-2015:062
http://marc.info/?l=bugtraq&m=141703183219781&w=2
http://marc.info/?l=bugtraq&m=144294141001552&w=2
http://secunia.com/advisories/60056
http://www-01.ibm.com/support/docview.wss?uid=swg21687611
https://kc.mcafee.com/corporate/index?page=content&id=SB10104
http://www.securitytracker.com/id/1031029
http://rhn.redhat.com/errata/RHSA-2015-0079.html
https://devcentral.f5.com/articles/cve-2014-3566-removing-sslv3-from-big-ip
https://lists.apache.org/thread.html/rfb87e0bf3995e7d560afeed750fac9329ff5f1ad49da365129b7f89e%2540%253Ccommits.cxf.apache.org%253E
http://www.debian.org/security/2015/dsa-3144
http://secunia.com/advisories/59627
http://secunia.com/advisories/61359
http://marc.info/?l=bugtraq&m=142350196615714&w=2
http://www.debian.org/security/2016/dsa-3489
https://lists.apache.org/thread.html/rff42cfa5e7d75b7c1af0e37589140a8f1999e578a75738740b244bd4@%253Ccommits.cxf.apache.org%253E
http://www-01.ibm.com/support/docview.wss?uid=swg21692299
http://marc.info/?l=bugtraq&m=143290371927178&w=2
http://marc.info/?l=bugtraq&m=141697676231104&w=2
http://rhn.redhat.com/errata/RHSA-2014-1920.html
https://access.redhat.com/errata/RHSA-2015:0067
http://secunia.com/advisories/61130
http://marc.info/?l=openssl-dev&m=141333049205629&w=2
http://www-01.ibm.com/support/docview.wss?uid=isg3T1021431
http://rhn.redhat.com/errata/RHSA-2014-1880.html
http://www-01.ibm.com/support/docview.wss?uid=swg21688283
http://marc.info/?l=bugtraq&m=142607790919348&w=2
https://www.suse.com/support/kb/doc.php?id=7015773
http://lists.opensuse.org/opensuse-security-announce/2014-10/msg00008.html
http://rhn.redhat.com/errata/RHSA-2015-0698.html
https://support.apple.com/kb/HT6541
http://marc.info/?l=bugtraq&m=142103967620673&w=2
http://lists.fedoraproject.org/pipermail/package-announce/2014-October/141158.html

Pony Mail!

[SECURITY] Fedora 21 Update: openssl-1.0.1j-1.fc21

[security-announce] SUSE-SU-2015:0345-1: important: Security update for

[security-announce] SUSE-SU-2014:1357-1: important: Security update for
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Citrix Secure Gateway SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker
Bug 1152789 — CVE-2014-3566 SSL/TLS: Padding Oracle On Downgraded Legacy Encryption attack
www.openssl.org/~bodo/ssl-poodle.pdf

SecurityFocus
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[security-announce] SUSE-SU-2014:1549-1: important: Security update for

Cisco Unified Communications Manager SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker
About Secunia Research | Flexera

'[security bulletin] HPSBGNO03305 rev.1 - HP Business Service Management (BSM) products running SSLv3,' - MARC
Pony Mail!

HP Operations Orchestration SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker
Cisco I0S SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - SecurityTracker

Red Hat Customer Portal

Cisco Application Control Engine SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker
Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201507-14) — Gentoo Security

About Secunia Research | Flexera

[SECURITY] Fedora 20 Update: openssl-1.0.1e-40.fc20

"[security bulletin] HPSBMUO03304 rev.1 - HP Insight Control server deployment on Linux and Windows, R' - MARC
Oracle Critical Patch Update - April 2015

Red Hat Customer Portal

Red Hat Customer Portal

About the security content of OS X Server v4.0 - Apple Support

POODLE: SSLv3 vulnerability (CVE-2014-3566) - Red Hat Customer Portal

[SECURITY] Fedora 22 Update: fossil-1.33-1.fc22

[security-announce] openSUSE-SU-2016:0640-1: important: Security update

Red Hat Customer Portal

"[security bulletin] HPSBGN03191 rev.1 - HP Remote Device Access: Virtual Customer Access System (vCA' - MARC
Home | Blue Coat Systems, Inc.

Blue Coat PacketShaper SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker

'[security bulletin] HPSBGN03251 rev.1 - HP Storage Essentials running SSLv3, Remote Disclosure of In' - MARC
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aix.software.ibm.com/aix/efixes/security/openssl_advisory11.asc
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Document Display | HPE Support Center

CVE-2014-3566 - POODLE SSLv3 Vulnerability | Puppet

[security-announce] SUSE-SU-2015:0503-1: important: Security update for

Red Hat Customer Portal

IBM SDK, Java Technology Edition fixes to mitigate against the POODLE security vulnerability (CVE-2014-3566) - United States
About Secunia Research | Flexera

'[security bulletin] HPSBMUO03301 rev.1 - HP BladeSystem c-Class Onboard Administrator running OpenSSL' - MARC
Red Hat Customer Portal

'[security bulletin] HPSBHF03275 rev.1 - HP Integrated Lights-Out 2, 3, and 4 (iLO 2, iLO 3, iLO 4), ' - MARC

About Secunia Research | Flexera

APPLE-SA-2015-01-27-4 OS X 10.10.2 and Security Update 2015-001

'[security bulletin] HPSBUX03162 SSRT101767 rev.1 - HP-UX Running OpenSSL, Remote Denial of Service (' - MARC
'[security bulletin] HPSBHF03300 rev.1 - HP Network Products running OpenSSL, Remote Denial of Servic' - MARC
Red Hat Customer Portal

McAfee KnowledgeBase - McAfee Security Bulletin - POODLE Vulnerability

Oracle Solaris Third Party Bulletin - April 2015

ImperialViolet - POODLE attacks on SSLv3

Red Hat Customer Portal

IBM Security Bulletin: Vulnerability in SSLv3 affects IBM HTTP Server (CVE-2014-3566) - United States

"[security bulletin] HPSBHF03156 rev.1 - HP TippingPoint Intrusion Prevention System (IPS) Local Secu' - MARC
Pony Mail!
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"[security bulletin] HPSBPI03360 rev.2 - HP LaserJet Printers and MFPs, HP Officedet Printers and MFP' - MARC
"[security bulletin] HPSBMUO03260 rev.1 - HP System Management Homepage running OpenSSL on Linux and W' - MARC
Oracle Critical Patch Update - July 2017

Red Hat Customer Portal

Cisco ASA SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker

Blue Coat ProxySG SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - Security Tracker
"[security bulletin] HPSBGN03255 rev.1 - HP OpenCall Media Platform (OCMP) running SSLv3, Remote Deni' - MARC
Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView

"[security bulletin] HPSBGNO03569 rev.1 - HPE OneView for VMware vCenter (OV4VC), Remote Disclosure of' - MARC
Pony Mail!

"[security bulletin] HPSBGN03237 rev.1 - HP Insight Remote Support v7 Clients running SSLv3, Remote D' - MARC
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[security-announce] SUSE-SU-2015:0336-1: important: Security update for

'[security bulletin] HPSBMUO03261 rev.2 - HP Systems Insight Manager running OpenSSL on Linux and Wind' - MARC
Debian -- Security Information -- DSA-3053-1 openssl

Red Hat Customer Portal

Oracle Solaris Bulletin - January 2016

Cisco Email Security Appliance SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - SecurityTracker
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Vulnerability Note VU#577193 - POODLE vulnerability in SSL 3.0

claws-mail: Multiple Vulnerabilities (GLSA 201606-11) — Gentoo security

IBM Tivoli Directory Server SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - SecurityTracker
CVE Program record

NVD vulnerability detail

1]

“&lmmﬂ
AR A A R AR R,

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

390226 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2021-
0011)

390284 Oracle Managed Virtualization (VM) Server for x86 Security Update for Open Secure Sockets Layer (OpenSSL) (OVMSA-2023-
0013)

590349 Rockwell Automation Stratix 5900 Multiple Vulnerabilities (ICSA-17-094-04)
590888 Phoenix Contact Innominate mGuard Secure Sockets Layer (SSL) protocol 3.0 Security Vulnerability (20141022_001)

590920 ABB Relion 650 series Secure Sockets Layer (SSL) 3.0 Protocol and POODLE Attack Multiple Vulnerabilities (ABB-VU-PSAC-
1MRG018009)

591002 ABB ETL600 series POODLE Attack and Secure Sockets Layer (SSL) 3.0 Protocol Vulnerability (ABB-VU-PSAC-
1KHW028571)

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
591350 General Electric D20MX Open Secure Sockets Layer (OpenSSL) Multiple Vulnerabilities (PRSN-0006)

591378 ABB RTU500 series Secure Sockets Layer (SSL) 3.0 Protocol and POODLE Attack in the webserver component Vulnerability
(ABB-VU-PSAC-1KGT090264)

591388 ABB AFx series Secure Sockets Layer (SSL) 3.0 Protocol and POODLE Attack Vulnerability (ABB-VU-PSAC- 1KHW028569)

671109 EulerOS Security Update for Open Secure Sockets Layer098e (OpenSSL098e) (EulerOS-SA-2019-2509)
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