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CVE CVE-2014-3569
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-12-24 11:59:00 UTC
Updated 2023-11-07 02:20:00 UTC
Description The ssl23_get_client_hello function in s23_srvr.c in OpenSSL 0.9.8zc, 1.0.00, and 1.0.1j does not properly handle attempts
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openssl Openssl 1.0.1j All All All
Application Openssl Openssl 1.0.1j All All All
Reference

[security-announce] SUSE-SU-2015:0946-1: important: Security update for
CVE-2014-3569 in Ubuntu

Oracle Bulletin Board Update - January 2015

git.openssl.org Git - openssl.git/commit

[security-announce] openSUSE-SU-2015:0130-1: important: Security update
Oracle Critical Patch Update - July 2016

git.openssl.org Git - openssl.git/commit

git.openssl.org Git - openssl.git/commit

"[security bulletin] HPSBOV03318 rev.1 - HP SSL for OpenVMS, Remote Denial of Service (DoS) and other' - MARC
Oracle Critical Patch Update - October 2015

CVE-2014-3569

Multiple Security Vulnerabilities in Citrix NetScaler Platform IPMI Lights Out Management (LOM) firmware
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http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://lists.opensuse.org/opensuse-security-announce/2015-05/msg00026.html
http://people.canonical.com/~ubuntu-security/cve/2014/CVE-2014-3569.html
http://www.oracle.com/technetwork/topics/security/bulletinjan2015-2370101.html
https://git.openssl.org/gitweb/?p=openssl.git%253Ba=commit%253Bh=b82924741b4bd590da890619be671f4635e46c2b
http://lists.opensuse.org/opensuse-security-announce/2015-01/msg00021.html
http://www.oracle.com/technetwork/security-advisory/cpujul2016-2881720.html
https://git.openssl.org/gitweb/?p=openssl.git;a=commit;h=b82924741b4bd590da890619be671f4635e46c2b
https://git.openssl.org/gitweb/?p=openssl.git;a=commit;h=392fa7a952e97d82eac6958c81ed1e256e6b8ca5
http://marc.info/?l=bugtraq&m=142895206924048&w=2
http://www.oracle.com/technetwork/topics/security/cpuoct2015-2367953.html
https://security-tracker.debian.org/tracker/CVE-2014-3569
https://support.citrix.com/article/CTX216642

Oracle Critical Patch Update - July 2015

"[security bulletin] HPSBMUO03409 rev.1 - HP Matrix Operating Environment, Multiple Vulnerabilities' - MARC

Juniper Networks - 2015-04 Security Bulletin: OpenSSL 8th January 2015 advisory.

"[security bulletin] HPSBUX03162 SSRT101885 rev.1 - HP-UX Running OpenSSL, Remote Denial of Service (' - MARC
OpenSSL 'ssl23_get_client_hello()' Function NULL Pointer Dereference Denial of Service Vulnerability

"[security bulletin] HPSBMUO03396 rev.1 - HP Version Control Repository Manager (VCRM) on Windows and ' - MARC
Document Display | HPE Support Center

McAfee KnowledgeBase - McAfee Security Bulletin - Firewall Enterprise update fixes 8 OpenSSL CVEs

SAB88 : OpenSSL Security Advisory 08-Jan-2015 | Symantec

McAfee KnowledgeBase - McAfee Security Bulletin - FREAK OpenSSL Vulnerability

APPLE-SA-2015-04-08-2 OS X 10.10.3 and Security Update 2015-004

Debian -- Security Information -- DSA-3125-1 openssl

Multiple Vulnerabilities in OpenSSL (January 2015) Affecting Cisco Products

'[security bulletin] HPSBUX03244 SSRT101885 rev.2 - HP-UX Running OpenSSL, Remote Denial of Service (' - MARC
'[security bulletin] HPSBMUO03397 rev.1 - HP Version Control Agent (VCA) on Windows and Linux, Multipl' - MARC
git.openssl.org Git - openssl.git/commit

Support / Security / Advisories / / MDVSA-2015:062 | Mandriva

git.openssl.org Git - openssl.git/commit

#3571: Re: [PATCH] Segfault in 1.0.1j BIO_reset() compiled with no-ssl2 no-ssI3

git.openssl.org Git - openssl.git/commit

Support / Security / Advisories / / MDVSA-2015:019 | Mandriva

www.openssl.org/news/secadv_20150108.txt

Oracle Critical Patch Update - April 2015

[security-announce] openSUSE-SU-2016:0640-1: important: Security update

Document Display | HPE Support Center

"[security bulletin] HPSBMUO03380 rev.1 - HP System Management Homepage (SMH) on Linux and Windows, Mu' - MARC
HP Version Control Repository Manager Multiple Flaws Let Remote Users Deny Service, Obtain Potentially Sensitive Information, and Condut
'[security bulletin] HPSBMU03413 rev.1 - HP Virtual Connect Enterprise Manager SDK, Multiple Vulnerab' - MARC
"[security bulletin] HPSBHF03289 rev.1- HP ThinClient PCs running ThinPro Linux, Remote Code Executio' - MARC
Oracle Critical Patch Update - October 2017

About the security content of OS X Yosemite v10.10.3 and Security Update 2015-004 - Apple Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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