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Summary

CVE CVE-2014-3576

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-14 18:59:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description The processControlCommand function in broker/TransportConnection.java in Apache ActiveMQ before 5.11.0 allows remote attackers to cause a denial of service (shutdown) via a shutdown command.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq All All All All

Application Oracle Business Intelligence Publisher 12.2.1.0.0 All All All

Application Oracle Business Intelligence Publisher 12.2.1.0.0 All All All

Application Oracle Fusion Middleware 11.1.1.7.4 All All All

Application Oracle Fusion Middleware 12.1.3.0.0 All All All

Application Oracle Fusion Middleware 8.1 All All All

Application Oracle Fusion Middleware 9.0 All All All

Application Oracle Fusion Middleware 11.1.1.7.4 All All All

Application Oracle Fusion Middleware 12.1.3.0.0 All All All

Application Oracle Fusion Middleware 8.1 All All All

Application Oracle Fusion Middleware 9.0 All All All
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Remove unused ConnectionControl handling. · apache/activemq@00921f2 · GitHub CONFIRM

Debian -- Security Information -- DSA-3330-1 activemq DEBIAN
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Apache ActiveMQ 5.10.1 Denial Of Service ≈ Packet Storm MISC

Oracle Fusion Middleware Bugs Let Remote Users Access and Modify Data and Remote and Local Users Deny Service - SecurityTracker SECTRACK

Oracle Critical Patch Update - October 2015 CONFIRM

Apache ActiveMQ CVE-2014-3576 Denial of Service Vulnerability BID

Pony Mail!

ActiveMQ - Dev - About CVE-2014-3576 MLIST

SecurityFocus BUGTRAQ

Pony Mail! MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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