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CVE CVE-2014-3578
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-02-19 20:59:00 UTC
Updated 2019-07-14 00:15:00 UTC
Description

/

Risk And Classification

Directory traversal vulnerability in Pivotal Spring Framework 3.x before 3.2.9 and 4.0 before 4.0.5 allows remote attackers t:

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product
Application Pivotal Software Spring Framework
Application Pivotal Software Spring Framework

Version

All

All

Update Edition
All All
All All

Language
All

All

References

Reference

Bug 1131882 — CVE-2014-3578 Spring Framework: Directory traversal
[SECURITY] [DLA 1853-1] libspring-java security update
CVE-2014-3578 Directory Traversal in Spring Framework | Security | Pivotal
Red Hat Customer Portal

JVNDB-2014-000054

Spring Framework Unspecified Directory Traversal Vulnerability

Red Hat Customer Portal

JVN#49154900: Spring Framework vulnerable to directory traversal
Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

1

Source

CONFIRM

MLIST

MISC

REDHAT

JVNDB

BID

REDHAT

JVN

REDHAT

CVE.ORG

NVD

Link
bugzilla.redhat.com
lists.debian.org
pivotal.io
rhn.redhat.com
jvndb.jvn.jp
www.securityfocus.com
rhn.redhat.com
jvn.jp
rhn.redhat.com
www.cve.org

nvd.nist.gov

Tags

Issue Tracking, Third P.

Vendor Advisory

Third Party Advisory
Third Party Advisory, VI
Third Party Advisory, VI
Third Party Advisory
Third Party Advisory, VI
Third Party Advisory
canonical

canonical, analysis
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https://cve.report/
https://cve.report/CVE-2014-3578/mitre
https://cve.report/CVE-2014-3578/nist
https://cve.report/CVE-2014-3578/cve_org
https://cve.report/api/cve/CVE-2014-3578.json
https://cve.report/CVE-2014-3578.pdf
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
http://cve.report/vendor/pivotal_software
http://cve.report/software/pivotal_software/spring_framework
https://bugzilla.redhat.com/show_bug.cgi?id=1131882
https://lists.debian.org/debian-lts-announce/2019/07/msg00012.html
http://pivotal.io/security/cve-2014-3578
https://rhn.redhat.com/errata/RHSA-2015-0234.html
http://jvndb.jvn.jp/jvndb/JVNDB-2014-000054
http://www.securityfocus.com/bid/68042
https://rhn.redhat.com/errata/RHSA-2015-0235.html
http://jvn.jp/en/jp/JVN49154900/index.html
http://rhn.redhat.com/errata/RHSA-2015-0720.html
https://www.cve.org/CVERecord?id=CVE-2014-3578
https://nvd.nist.gov/vuln/detail/CVE-2014-3578

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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