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Summary

CVE CVE-2014-3579

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-27 19:29:00 UTC

Updated 2023-11-07 02:20:00 UTC

Description XML external entity (XXE) vulnerability in Apache ActiveMQ Apollo 1.x before 1.7.1 allows remote consumers to have unspecified impact via vectors involving an XPath based selector when dequeuing XML messages.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq Apollo 1.0 All All All

Application Apache Activemq Apollo 1.1 All All All

Application Apache Activemq Apollo 1.2 All All All

Application Apache Activemq Apollo 1.3 All All All

Application Apache Activemq Apollo 1.4 All All All

Application Apache Activemq Apollo 1.5 All All All

Application Apache Activemq Apollo 1.6 All All All

Application Apache Activemq Apollo 1.7 All All All

Application Apache Activemq Apollo 1.0 All All All

Application Apache Activemq Apollo 1.1 All All All

Application Apache Activemq Apollo 1.2 All All All

Application Apache Activemq Apollo 1.3 All All All

Application Apache Activemq Apollo 1.4 All All All

Application Apache Activemq Apollo 1.5 All All All

Application Apache Activemq Apollo 1.6 All All All

Application Apache Activemq Apollo 1.7 All All All
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References

Reference Source Link Tags

[APLO-366] XPath selector - make xml parser features configurable - ASF JIRA CONFIRM issues.apache.org Issue Tracking, Third Party Advisory

oss-sec: [ANNOUNCE] CVE-2014-3579 - ActiveMQ Apollo vulnerability MLIST seclists.org Mailing List, Third Party Advisory

Pony Mail! lists.apache.org

activemq.apache.org/security-advisories.data/CVE-2014-3579-announcement.txt CONFIRM activemq.apache.org Vendor Advisory

Apache ActiveMQ Apollo CVE-2014-3579 XML External Entity Injection Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com Issue Tracking, Third Party Advisory, VDB Entry

Pony Mail! MLIST lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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