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Certain versions of Python-imaging from Debian contain the following
vulnerability:

PIL/IcnsImagePlugin.py in Python Imaging Library (PIL) and Pillow
before 2.3.2 and 2.5.x before 2.5.2 allows remote attackers to cause a
denial of service via a crafted block size.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Icns DOS fix -- CVE-2014-3589 · python-
pillow/Pillow@205e056 · GitHub

Patch

github.com

text/html

 CONFIRM github.com/python-
pillow/Pillow/commit/205e056f8f9b06ed7b925cf8aa0874bc4aaf8a7d

Pillow 2.3.2 : Python Package Index Patch

pypi.python.org

text/xml

 CONFIRM pypi.python.org/pypi/Pillow/2.3.2

Debian -- Security Information -- DSA-3009-1
python-imaging

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-3009

Security Advisory SA59825 - Debian update for
python-imaging - Secunia

web.archive.org

text/html

 SECUNIA 59825

openSUSE-SU-2015:0798-1: moderate: Security
update for python-Pillow

lists.opensuse.org

text/html

 SUSE openSUSE-SU-2015:0798

CVE-2014-3589 has been assigned by  secalert@redhat.com to track the vulnerability
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update for python-Pillow text/html

Pillow · PyPI Patch

pypi.python.org

text/html

 CONFIRM pypi.python.org/pypi/Pillow/2.5.2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

994934 Python (Pip) Security Update for pillow (GHSA-cfmr-38g9-f2h7)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Debian Python-imaging - All All All

Application Debian Python-imaging - All All All

Operating
System

Opensuse Opensuse 13.2 All All All

Operating
System

Opensuse Opensuse 13.2 All All All

Application Python Pillow 2.3.0 All All All

Application Python Pillow 2.5.0 All All All

Application Python Pillow 2.5.1 All All All

Application Python Pillow 2.5.2 All All All

Application Python Pillow 2.3.0 All All All

Application Python Pillow 2.5.0 All All All

Application Python Pillow 2.5.1 All All All

Application Python Pillow 2.5.2 All All All

Application Python Pillow All All All All

cpe:2.3:a:debian:python-imaging:-:*:*:*:*:*:*:*:

cpe:2.3:a:debian:python-imaging:-:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:13.2:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:13.2:*:*:*:*:*:*:*:

cpe:2.3:a:python:pillow:2.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:pillow:2.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:python:pillow:2.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:python:pillow:2.5.2:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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