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CVE CVE-2014-3595
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-22 15:55:00 UTC
Updated 2022-02-25 19:18:00 UTC
Description Cross-site scripting (XSS) vulnerability in spacewalk-java 1.2.39, 1.7.54, and 2.0.2 in Spacewalk and Red Hat Network (RH

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Network Satellite 5.4 All All All
Application Redhat Network Satellite 5.5 All All All
Application Redhat Network Satellite 5.6 All All All
Application Redhat Network Satellite 5.4 All All All
Application Redhat Network Satellite 5.5 All All All
Application Redhat Network Satellite 5.6 All All All
Application Redhat Satellite 5.4 All All All
Application Redhat Satellite 55 All All All
Application Redhat Satellite 5.6 All All All
Application Redhat Satellite With Embedded Oracle 5.4 All All All
Application Redhat Satellite With Embedded Oracle 5.5 All All All
Application Redhat Spacewalk-java 1.2.39 All All All
Application Redhat Spacewalk-java 1.7.54 All All All
Application Redhat Spacewalk-java 2.0.2 All All All
Application Redhat Spacewalk-java 1.2.39 All All All
Application Redhat Spacewalk-java 1.7.54 All All All
Application Redhat Spacewalk-java 2.0.2 All All All
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Application Suse Manager 1.7 All All All

Application Suse Manager Server - All All All
Operating System Suse Suse Linux Enterprise Server 11 sp2 All All
Reference Source Link Tags
[security-announce] SUSE-SU-2014:1218-1: important: Security update for SUSE lists.opensuse.org

Red Hat Customer Portal REDHAT rhn.redhat.com Vendor Advisory
[security-announce] SUSE-SU-2014:1339-1: important: Security update for SUSE lists.opensuse.org

About Secunia Research | Flexera SECUNIA  secunia.com

Security Advisory SA61115 - Red Hat update for spacewalk-java - Secunia SECUNIA  secunia.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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