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Summary

CVE CVE-2014-3603

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-04 14:29:00 UTC

Updated 2019-04-08 13:22:00 UTC

Description The (1) HttpResource and (2) FileBackedHttpResource implementations in Shibboleth Identity Provider (IdP) before 2.4.1 and OpenSAML Java 2.6.2 do not verify that the server hostname matches a domain name in the subject's Common Name (CN) or subjectAltName field of the X.509 certificate, which allows man-in-the-middle attackers to spoof SSL servers via an arbitrary valid certificate.

Risk And Classification

Problem Types: CWE-297

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Shibboleth Identity Provider All All All All

Application Shibboleth Identity Provider All All All All

Application Shibboleth Opensaml Java All All All All

Application Shibboleth Opensaml Java All All All All

References

Reference Source

Bug 1131823 – CVE-2014-3603 OpenSAML Java: HTTPS Connections Via HTTP Resources Do Not Perform Hostname Verification CONFIRM

Security Advisory SA60816 - Shibboleth Identity Provider / OpenSAML X.509 Certificate Validation Security Issue - Secunia SECUNIA

shibboleth.net/community/advisories/secadv_20140813.txt CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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