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CVE-2014-3613
PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2014-11-18 15:59:00 UTC

2018-01-05 02:29:00 UTC

cURL and libcurl before 7.38.0 does not properly handle IP addresses in cookie domain names, which allows remote attack
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cURL - libcurl cookie leak with IP address as domain

Oracle Critical Patch Update - July 2015

Red Hat Customer Portal

Debian -- Security Information -- DSA-3022-1 curl

Oracle Linux Bulletin - October 2015

APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006
cURL/libcURL CVE-2014-3613 Remote Security Bypass Vulnerability

Oracle Critical Patch Update - October 2017

[security-announce] openSUSE-SU-2014:1139-1: important: curl

CVE Program record

NVD vulnerability detail

2016-04 Security Bulletin: Junos: Multiple vulnerabilities in cURL and libcurl - Juniper Networks

About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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