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Summary

CVE CVE-2014-3619

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-27 14:59:00 UTC

Updated 2023-02-13 00:41:00 UTC

Description The __socket_proto_state_machine function in GlusterFS 3.5 allows remote attackers to cause a denial of service (infinite loop) via a "00000000" fragment header.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gluster Glusterfs 3.5 All All All

Application Gluster Glusterfs 3.5 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

References

Reference Source Link Tags

Red Hat Customer Portal MISC access.redhat.com

Bug 1138145 – CVE-2014-3619 glusterfs: fragment header infinite loop DoS MISC bugzilla.redhat.com

openSUSE-SU-2015:0473-1: moderate: Security update for glusterfs SUSE lists.opensuse.org

Red Hat Customer Portal MISC access.redhat.com

Mageia Advisory: MGASA-2015-0145 - Updated glusterfs packages fix security vulnerabilities CONFIRM advisories.mageia.org

CVE-2014-3619 - Red Hat Customer Portal MISC access.redhat.com

Support / Security / Advisories / / MDVSA-2015:211 | Mandriva MANDRIVA www.mandriva.com

Gerrit Code Review CONFIRM review.gluster.org

openSUSE-SU-2015:0528-1: moderate: Security update for glusterfs SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical
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https://cve.report/CVE-2014-3619/nist
https://cve.report/CVE-2014-3619/cve_org
https://cve.report/CVE-2014-3619.pdf
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http://cve.report/vendor/gluster
http://cve.report/software/gluster/glusterfs
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http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
https://access.redhat.com/errata/RHBA-2015:0038
https://bugzilla.redhat.com/show_bug.cgi?id=1138145
http://lists.opensuse.org/opensuse-updates/2015-03/msg00031.html
https://access.redhat.com/errata/RHBA-2015:0040
http://advisories.mageia.org/MGASA-2015-0145.html
https://access.redhat.com/security/cve/CVE-2014-3619
http://www.mandriva.com/security/advisories?name=MDVSA-2015:211
http://review.gluster.org/#/c/8662/4
http://lists.opensuse.org/opensuse-updates/2015-03/msg00056.html
https://www.cve.org/CVERecord?id=CVE-2014-3619


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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