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/

CVE-2014-3620
PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2014-11-18 15:59:00 UTC

2022-05-11 09:15:00 UTC

cURL and libcurl before 7.38.0 allow remote attackers to bypass the Same Origin Policy and set cookies for arbitrary sites k
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References

Reference

CVE Program record

NVD vulnerability detail

/]

cURL - libcurl cookie leak for TLDs

Debian -- Security Information -- DSA-3022-1 curl

oss-security - [SECURITY ADVISORY] curl: cookie for trailing dot TLD

[security-announce] openSUSE-SU-2014:1139-1: important: curl

cURL/libcURL CVE-2014-3620 Cookies Handling Remote Security Bypass Vulnerability

APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006

2016-04 Security Bulletin: Junos: Multiple vulnerabilities in cURL and libcurl - Juniper Networks

About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support

Source

MLIST

CONFIRM

CONFIRM

CONFIRM

DEBIAN

BID

APPLE

SUSE

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Link
www.openwall.com
kb.juniper.net
support.apple.com
curl.haxx.se
www.debian.org
www.securityfocus.com
lists.apple.com
lists.opensuse.org

Www.cve.org

nvd.nist.gov

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://cve.report/vendor/haxx
http://cve.report/software/haxx/libcurl
http://www.openwall.com/lists/oss-security/2022/05/11/2
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10743
https://support.apple.com/kb/HT205031
http://curl.haxx.se/docs/adv_20140910B.html
http://www.debian.org/security/2014/dsa-3022
http://www.securityfocus.com/bid/69742
http://lists.apple.com/archives/security-announce/2015/Aug/msg00001.html
http://lists.opensuse.org/opensuse-security-announce/2014-09/msg00024.html
https://www.cve.org/CVERecord?id=CVE-2014-3620
https://nvd.nist.gov/vuln/detail/CVE-2014-3620
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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