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CVE CVE-2014-3623
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-10-30 14:55:00 UTC
Updated 2023-11-07 02:20:00 UTC

Description Apache WSS4J before 1.6.17 and 2.x before 2.0.2, as used in Apache CXF 2.7.x before 2.7.13 and 3.0.x before 3.0.2, whe
i

/ ]

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Cxf All All All All
Application Apache Cxf All All All All
Application Apache Cxf All All All All
Application Apache Wss4j All All All All
Application Apache Wss4j Al Al All All
Reference

[cxf-commits] 20210402 svn commit: r1073270 - in /websites/production/cxf/content: cache/main.pageCache security-advisories.data/CVE-20:
[WSS-511] Provide a (default) way of requiring at least one standard Subject Confirmation Method - ASF JIRA

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

oss-sec: New security advisories released for Apache CXF

Red Hat Customer Portal

IBM X-Force Exchange
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http://rhn.redhat.com/errata/RHSA-2015-0850.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/97754

Pony Mail!

[exf-commits] 20210616 svn commit: r1075801 - in /websites/production/cxf/content: cache/main.pageCache index.html security-advisories.da
Security Advisory SA61909 - Apache CXF Security Issue and Vulnerability - Secunia
Red Hat Customer Portal
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Red Hat Customer Portal
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Apache CXF SAML SubjectConfirmation Security Bypass Vulnerability

Red Hat Customer Portal
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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