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CVE-2014-3627

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCPINAN Certain versions of Hadoop from Apache contain the following
’ vulnerability:

The YARN NodeManager daemon in Apache Hadoop 0.23.0 through
0.23.11 and 2.x before 2.5.2, when using Kerberos authentication,

allows remote cluster users to change the permissions of certain files
to world-readable via a symlink attack in a public tar archive, which is
not properly handled during localization, related to distributed cache.

CVE-2014-3627 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[ANNOUNCE] Apache Hadoop 2.5.2 released / MLIST [hadoop-general] 20141121
[ANNOUNCE] Apache Hadoop 2.5.2
released

Security Advisory SA60432 - Apache Hadoop Distributed Cache File { SECUNIA 60432

Permissions Manipulation Vulnerability - Secunia

Security Advisory SA60079 - Apache Hadoop Distributed Cache File Y SECUNIA 60079
Permissions Manipulation Vulnerability - Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.


https://cve.report/
https://cve.report/CVE-2014-3627/mitre
https://cve.report/CVE-2014-3627/nist
https://cve.report/CVE-2014-3627/cve_org
https://cve.report/CVE-2014-3627.pdf
http://cve.report/software/apache/hadoop
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://mail-archives.apache.org/mod_mbox/hadoop-general/201411.mbox/%253CCALwhT97dOi04aC3VbekaB+zn2UAS_OZV2EAiP78GmjnMzfp2Ug@mail.gmail.com%253E
https://web.archive.org/web/2014/http://secunia.com/advisories/60432
https://web.archive.org/web/2014/http://secunia.com/advisories/60079
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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LRk LK LK LK LKLk,

cpe:2.3:a:apache:hadoop:0.23.1:*: """

cpe:2.3:a:apache:hadoop:0.23.3

cpe:2.3:a:apache:hadoop:0.23.4

cpe:2.3:a:apache:hadoop:0.23.5

ak kLKL LK LKLk,

ARk LKLk LKLk k,

ARk LKLk LKLk k,

cpe:2.3:a:apache:hadoop:0.23.6:*:*:*:*:*:*:*:

cpe:2.3:a:apache:hadoop:0.23.7

akk kKKK Lk,

cpe:2.3:a:apache:hadoop:0.23.8:*:*:*:*:*:*:*:

cpe:2.3:a:apache:hadoop:0.23.9

ak kKKK LKLk,
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KKk akLk k.

cpe:2.3:a:apache:hadoop:2.0.0:alpha:*:*:*:*:*:*:

KKk KRk,

cpe:2.3:a:apache:hadoop:2.0.1:alpha:*:*:*:*:*:*:

KKk KKk,

cpe:2.3:a:apache:hadoop:2.0.2:alpha:*:*:*:*:*:*:

Kk ak kKK,

cpe:2.3:a:apache:hadoop:2.0.4:alpha:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:apache:hadoop:2.0.5:alpha:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:apache:hadoop:2.0.6:alpha:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:apache:hadoop:2.1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:hadoop:2.2.0:* 1%

cpe:2.3:a:apache:hadoop:2.3.0:": " "™

cpe:2.3:a:apache:hadoop:2.4.0:*: """

cpe:2.3:a:apache:hadoop:2.4.1 """

cpe:2.3:a:apache:hadoop:2.5.0:*:":* "™

cpe:2.3:a:apache:hadoop:2.5.1: """

cpe:2.3:a:apache:hadoop:0.23.0:*: 7 " *:

cpe:2.3:a:apache:hadoop:0.23. 1 """

cpe:2.3:a:apache:hadoop:0.23.3:*:* " ":*:*:

cpe:2.3:a:apache:hadoop:0.23.4:*: " ":*:*:

cpe:2.3:a:apache:hadoop:0.23.5:*: " ":*:*:

ARk LKLk LKLk K,

cpe:2.3:a:apache:hadoop:0.23.6:*: " *:*:

ak kLKL LK LKLk,

cpe:2.3:a:apache:hadoop:0.23.7:*: " ":*:*:

cpe:2.3:a:apache:hadoop:0.23.8:*:*:*:*:*:*:*:

ak kKKK LKLk,

cpe:2.3:a:apache:hadoop:0.23.9:*: 7 " *:*:

kKK kKK,

cpe:2.3:a:apache:hadoop:2.0.0:alpha:*:*:*:*:*:*:

kKK kKoK,

cpe:2.3:a:apache:hadoop:2.0.1:alpha:*:*:*:*:*:*:

rne2 R:atanache'hadnnn 2 N 2:alnhag-*-*-xxk.
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cpe:2.3:a:apache:hadoop:2.0.3:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:hadoop:2.0.4:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:hadoop:2.0.5:alpha:*:*:*:*:*:*:

cpe:2.3:a:apache:hadoop:2.0.6:alpha:*:*:*:*:*:*:

dkak Lk akak k.

cpe:2.3:a:apache:hadoop:2.1.0:beta:*:*:*:*:*:*:
cpe:2.3:a:apache:hadoop:2.1.1:beta:*:*:*:*:*:*:
cpe:2.3:a:apache:hadoop:2.2.0:*:*: " *:
cpe:2.3:a:apache:hadoop:2.3.0:* %
cpe:2.3:a:apache:hadoop:2.4.0:* %
cpe:2.3:a:apache:hadoop:2.4. 1 "%

cpe:2.3:a:apache:hadoop:2.5.0:* """

cpe:2.3:a:apache:hadoop:2.5.1: " "™

No vendor comments have been submitted for this CVE
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