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CVE CVE-2014-3634
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-02 00:55:00 UTC
Updated 2016-10-18 03:44:00 UTC
Description rsyslog before 7.6.6 and 8.x before 8.4.1 and sysklogd 1.5 and earlier allows remote attackers to cause a denial of service |

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rsyslog Rsyslog 8.1.0 All All All
Application Rsyslog Rsyslog 8.1.1 All All All
Application Rsyslog Rsyslog 8.1.2 All All All
Application Rsyslog Rsyslog 8.1.3 All All All
Application Rsyslog Rsyslog 8.1.4 All All All
Application Rsyslog Rsyslog 8.1.5 All All All
Application Rsyslog Rsyslog 8.1.6 All All All
Application Rsyslog Rsyslog 8.2.0 All All All
Application Rsyslog Rsyslog 8.2.1 All All All
Application Rsyslog Rsyslog 8.2.2 All All All
Application Rsyslog Rsyslog 8.2.3 All All All
Application Rsyslog Rsyslog 8.3.0 All All All
Application Rsyslog Rsyslog 8.3.1 All All All
Application Rsyslog Rsyslog 8.3.2 All All All
Application Rsyslog Rsyslog 8.3.3 All All All
Application Rsyslog Rsyslog 8.3.4 All All All
Application Rsyslog Rsyslog 8.35 All All All
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Application Rsyslog Rsyslog 8.4.0 All All All
Application Rsyslog Rsyslog 8.1.0 All All All
Application Rsyslog Rsyslog 8.1.1 All All All
Application Rsyslog Rsyslog 8.1.2 All All All
Application Rsyslog Rsyslog 8.1.3 All All All
Application Rsyslog Rsyslog 8.1.4 All All All
Application Rsyslog Rsyslog 8.1.5 All All All
Application Rsyslog Rsyslog 8.1.6 All All All
Application Rsyslog Rsyslog 8.2.0 All All All
Application Rsyslog Rsyslog 8.2.1 All All All
Application Rsyslog Rsyslog 8.2.2 All All All
Application Rsyslog Rsyslog 8.2.3 All All All
Application Rsyslog Rsyslog 8.3.0 All All All
Application Rsyslog Rsyslog 8.3.1 All All All
Application Rsyslog Rsyslog 8.3.2 All All All
Application Rsyslog Rsyslog 8.3.3 All All All
Application Rsyslog Rsyslog 8.3.4 All All All
Application Rsyslog Rsyslog 8.3.5 All All All
Application Rsyslog Rsyslog 8.4.0 All All All
Application Rsyslog Rsyslog All All All All
Application Sysklogd Project Sysklogd 1.1 All All All
Application Sysklogd Project Sysklogd 1.2 All All All
Application Sysklogd Project Sysklogd 1.3 All All All
Application Sysklogd Project Sysklogd 1.4 All All All
Application Sysklogd Project Sysklogd 1.4.1 All All All
Application Sysklogd Project Sysklogd 1.1 All All All
Application Sysklogd Project Sysklogd 1.2 All All All
Application Sysklogd Project Sysklogd 1.3 All All All
Application Sysklogd Project Sysklogd 1.4 All All All
Application Sysklogd Project Sysklogd 1.4.1 All All All
Application Sysklogd Project Sysklogd All All All All
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Red Hat Gustomer Fortal

USN-2381-1: Rsyslog vulnerabilities | Ubuntu

oss-security - vulnerability in rsyslog

Red Hat Customer Portal

openSUSE-SU-2014:1297-1: moderate: update for rsyslog

oss-security - sysklogd vulnerability (CVE-2014-3634)

Oracle Solaris Third Party Bulletin - October 2015

Mageia Advisory: MGASA-2014-0411 - Updated rsyslog packages fix CVE-2014-3634
openSUSE-SU-2014:1298-1: moderate: update for rsyslog

Security Advisory SA61720 - Debian update for rsyslog - Secunia
[security-announce] SUSE-SU-2014:1294-1: important: Security update for

Support / Security / Advisories / / MDVSA-2015:130 | Mandriva

Red Hat Customer Portal

remote syslog PRI vulnerability - CVE: CVE-2014-3634

Debian -- Security Information -- DSA-3040-1 rsyslog

Security Advisory SA61930 - Oracle Linux update for rsyslog7 - Secunia
CVE Program record
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Security Advisory SA61494 - rsyslog PRI Two Buffer Overflow Vulnerabilities - Secunia
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

353948 Amazon Linux Security Advisory for rsyslog : ALAS2-2022-1803
353957 Amazon Linux Security Advisory for rsyslog : ALAS-2022-1594
354429 Amazon Linux Security Advisory for rsyslog : ALAS2022-2022-075
354517 Amazon Linux Security Advisory for rsyslog : ALAS2022-2022-211
354539 Amazon Linux Security Advisory for rsyslog : ALAS-2022-211
354633 Amazon Linux Security Advisory for rsyslog : AL2012-2022-365

355272 Amazon Linux Security Advisory for rsyslog : ALAS2023-2023-001
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