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Summary

CVE CVE-2014-3635

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-22 15:55:00 UTC

Updated 2023-12-27 16:36:00 UTC

Description Off-by-one error in D-Bus 1.3.0 through 1.6.x before 1.6.24 and 1.8.x before 1.8.8, when running on a 64-bit system and the max_message_unix_fds limit is set to an odd number, allows local users to cause a denial of service (dbus-daemon crash) or possibly execute arbitrary code by sending one more file descriptor than the limit, which triggers a heap-based buffer overflow or an assertion failure.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application D-bus Project D-bus 1.6.0 All All All

Application D-bus Project D-bus 1.6.10 All All All

Application D-bus Project D-bus 1.6.12 All All All

Application D-bus Project D-bus 1.6.14 All All All

Application D-bus Project D-bus 1.6.16 All All All

Application D-bus Project D-bus 1.6.18 All All All

Application D-bus Project D-bus 1.6.2 All All All

Application D-bus Project D-bus 1.6.20 All All All

Application D-bus Project D-bus 1.6.4 All All All

Application D-bus Project D-bus 1.6.6 All All All

Application D-bus Project D-bus 1.6.8 All All All

Application D-bus Project D-bus 1.8.0 All All All

Application D-bus Project D-bus 1.8.2 All All All

Application D-bus Project D-bus 1.8.4 All All All

Application D-bus Project D-bus 1.8.6 All All All

Application D-bus Project D-bus 1.6.0 All All All

Application D-bus Project D-bus 1.6.10 All All All
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Application D-bus Project D-bus 1.6.10 All All All

Application D-bus Project D-bus 1.6.12 All All All

Application D-bus Project D-bus 1.6.14 All All All

Application D-bus Project D-bus 1.6.16 All All All

Application D-bus Project D-bus 1.6.18 All All All

Application D-bus Project D-bus 1.6.2 All All All

Application D-bus Project D-bus 1.6.20 All All All

Application D-bus Project D-bus 1.6.4 All All All

Application D-bus Project D-bus 1.6.6 All All All

Application D-bus Project D-bus 1.6.8 All All All

Application D-bus Project D-bus 1.8.0 All All All

Application D-bus Project D-bus 1.8.2 All All All

Application D-bus Project D-bus 1.8.4 All All All

Application D-bus Project D-bus 1.8.6 All All All

Application D-bus Project D-bus All All All All

Application Freedesktop Dbus 1.6.0 All All All

Application Freedesktop Dbus 1.6.10 All All All

Application Freedesktop Dbus 1.6.12 All All All

Application Freedesktop Dbus 1.6.14 All All All

Application Freedesktop Dbus 1.6.16 All All All

Application Freedesktop Dbus 1.6.18 All All All

Application Freedesktop Dbus 1.6.2 All All All

Application Freedesktop Dbus 1.6.20 All All All

Application Freedesktop Dbus 1.6.4 All All All

Application Freedesktop Dbus 1.6.6 All All All

Application Freedesktop Dbus 1.6.8 All All All

Application Freedesktop Dbus 1.8.0 All All All

Application Freedesktop Dbus 1.8.2 All All All

Application Freedesktop Dbus 1.8.4 All All All

Application Freedesktop Dbus 1.8.6 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 12.3 All All All
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D-BUS Buffer Overflow and Multiple Processing Flaws Let Local Users Obtain Elevated Privileges and Deny Service - SecurityTracker SECTRACK

USN-2352-1: DBus vulnerabilities | Ubuntu UBUNTU

oss-security - CVE-2014-3635 to 3639: security issues in D-Bus < 1.8.8 MLIST

Bug 83622 – CVE-2014-3635: buffer overflow at fd-passing limit CONFIRM

Support / Security / Advisories / / MDVSA-2015:176 | Mandriva MANDRIVA

Debian -- Security Information -- DSA-3026-1 dbus DEBIAN

Mageia Advisory: MGASA-2014-0395 - Updated dbus packages fix multiple security vulnerabilities CONFIRM

Security Advisory SA61378 - Debian update for dbus - Secunia SECUNIA

openSUSE-SU-2014:1239-1: moderate: dbus-1: update to 1.6.24 SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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