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Off-by-one error in D-Bus 1.3.0 through 1.6.x before 1.6.24 and 1.8.x before 1.8.8, when running on a 64-bit system and the
| i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
D-bus Project D-bus 1.6.0 All All All
D-bus Project D-bus 1.6.10 All All All
D-bus Project D-bus 1.6.12 All All All
D-bus Project D-bus 1.6.14 All All All
D-bus Project D-bus 1.6.16 All All All
D-bus Project D-bus 1.6.18 All All All
D-bus Project D-bus 1.6.2 All All All
D-bus Project D-bus 1.6.20 All All All
D-bus Project D-bus 1.6.4 All All All
D-bus Project D-bus 1.6.6 All All All
D-bus Project D-bus 1.6.8 All All All
D-bus Project D-bus 1.8.0 All All All
D-bus Project D-bus 1.8.2 All All All
D-bus Project D-bus 1.8.4 All All All
D-bus Project D-bus 1.8.6 All All All
D-bus Project D-bus 1.6.0 All All All
D-bus Project D-bus 1.6.10 All All All
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Application D-bus Project D-bus 1.6.12 All All All
Application D-bus Project D-bus 1.6.14 All All All
Application D-bus Project D-bus 1.6.16 All All All
Application D-bus Project D-bus 1.6.18 All All All
Application D-bus Project D-bus 1.6.2 All All All
Application D-bus Project D-bus 1.6.20 All All All
Application D-bus Project D-bus 1.6.4 All All All
Application D-bus Project D-bus 1.6.6 All All All
Application D-bus Project D-bus 1.6.8 All All All
Application D-bus Project D-bus 1.8.0 All All All
Application D-bus Project D-bus 1.8.2 All All All
Application D-bus Project D-bus 1.8.4 All All All
Application D-bus Project D-bus 1.8.6 All All All
Application D-bus Project D-bus All All All All
Application Freedesktop Dbus 1.6.0 All All All
Application Freedesktop Dbus 1.6.10 All All All
Application Freedesktop Dbus 1.6.12 All All All
Application Freedesktop Dbus 1.6.14 All All All
Application Freedesktop Dbus 1.6.16 All All All
Application Freedesktop Dbus 1.6.18 All All All
Application Freedesktop Dbus 1.6.2 All All All
Application Freedesktop Dbus 1.6.20 All All All
Application Freedesktop Dbus 1.6.4 All All All
Application Freedesktop Dbus 1.6.6 All All All
Application Freedesktop Dbus 1.6.8 All All All
Application Freedesktop Dbus 1.8.0 All All All
Application Freedesktop Dbus 1.8.2 All All All
Application Freedesktop Dbus 1.8.4 All All All
Application Freedesktop Dbus 1.8.6 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 12.3 All All All
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D-BUS Butter Overtlow and Multiple Frocessing Flaws Let Local Users Ubtain Elevated Frivilieges and beny Service - Security | racker

USN-2352-1: DBus vulnerabilities | Ubuntu

oss-security - CVE-2014-3635 to 3639: security issues in D-Bus < 1.8.8

Bug 83622 — CVE-2014-3635: buffer overflow at fd-passing limit

Support / Security / Advisories / / MDVSA-2015:176 | Mandriva

Debian -- Security Information -- DSA-3026-1 dbus

Mageia Advisory: MGASA-2014-0395 - Updated dbus packages fix multiple security vulnerabilities
Security Advisory SA61378 - Debian update for dbus - Secunia

openSUSE-SU-2014:1239-1: moderate: dbus-1: update to 1.6.24
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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