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CVE CVE-2014-3641
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-08 19:55:00 UTC
Updated 2023-02-13 00:41:00 UTC
Description The (1) GlusterFS and (2) Linux Smbfs drivers in OpenStack Cinder before 2014.1.3 allows remote authenticated users to «

| 1|

/

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Cinder 2014.1.1 All All All
Application Openstack Cinder 2014.1.1 All All All
Application Openstack Cinder All All All All

References |
Reference Source Lin}
USN-2405-1: OpenStack Cinder vulnerabilities | Ubuntu UBUNTU  wwy
Red Hat Customer Portal REDHAT  rhn.
Red Hat Customer Portal MISC acce
1141996 — (CVE-2014-3641) CVE-2014-3641 openstack-cinder: Cinder-volume host data leak to virtual machine instance MISC bug:
oss-sec: [OSSA 2014-033] Cinder-volume host data leak to vm instance (CVE-2014-3641) MLIST secl
Bug #1350504 “[OSSA 2014-033] GlusterFS driver uses unsafe qcow2...” : Bugs : Cinder CONFIRM  bug:
OpenStack Cinder CVE-2014-3641 Information Disclosure Vulnerability BID wWwv
CVE-2014-3641 - Red Hat Customer Portal MISC acce
Red Hat Customer Portal REDHAT  rhn.
Red Hat Customer Portal MISC acce
CVE Program record CVE.ORG wwv
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

691387 Free Berkeley Software Distribution (FreeBSD) Security Update for Cinder (f4a94232-7864-4afb-bbf9-ff2dc8e288d1)
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