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AVNACUAUSICRINAN Certain versions of Jenkins from Jenkins contain the following
vulnerability:

Jenkins before 1.583 and LTS before 1.565.3 allows remote
authenticated users with the Job/READ permission to obtain the default
value for the password field of a parameterized job by reading the
DOM.

CVE-2014-3680 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Red Hat Customer Portal & REDHAT RHSA-2016:0070

Jenkins Security Advisory 2014-10-01 - Security @ CONFIRM wiki.jenkins-

Advisories - Jenkins Wiki wiki.jenkins-ci.org ci.org/display/SECURITY/Jenkins+Security+Advisory+2014-

1001

1148645 — (CVE-2014-3680) CVE-2014-3680 jenkins: ™ MISC bugzilla.redhat.com/show_bug.cgi?id=1148645
password exposure in DOM (SECURITY-138)

CVE-2014-3680 - Red Hat Customer Portal & MISC access.redhat.com/security/cve/CVE-2014-3680

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Jenkins Jenkins All All All All
Application Jenkins Jenkins All All All All
Application Redhat Openshift All All All All

cpe:2.3:a:redhat:openshift:*:*:*:*:enterprise:*:*:*:

No vendor comments have been submitted for this CVE
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