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AVNACLAUNCENAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The SCTP implementation in the Linux kernel before 3.17.4 allows
remote attackers to cause a denial of service (memory consumption)
by triggering a large number of chunks in an association's output
queue, as demonstrated by ASCONF probes, related to
net/sctp/inqueue.c and net/sctp/sm_statefuns.c.

CVE-2014-3688 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Red Hat Customer Portal & REDHAT RHSA-2015:0062

text/html
Not Archived

USN-2417-1: Linux kernel [T ® UBUNTU USN-2417-1
vulnerabilities | Ubuntu

oss-security - Linux ¢ > MLIST [oss-security] 20141113 Linux kernel: SCTP issues

kernel: SCTP issues [ text/html |

A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/Changelog-3.17.4

Debian -- Security (© DEBIAN DSA-3060
Information -- DSA-3060-
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https://cve.report/CVE-2014-3688.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
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1 linux

"[security bulletin]
HPSBGN03285 rev.1 -
HP Business Service
Manager Virtual
Appliance, Multiple Vul' -
MARC

[security-announce]
SUSE-SU-2015:0736-1:
important: Security
update for

"[security bulletin]
HPSBGN03282 rev.1 -
HP Business Service
Manager Virtual
Appliance, Multiple Vuln' -
MARC

kernel/git/torvalds/linux.git
- Linux kernel source tree

[security-announce]
openSUSE-SU-
2015:0566-1: important:
kernel update fo

[security-announce]
SUSE-SU-2015:0481-1:
important: Security
update for

USN-2418-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

Bug 1155745 — CVE-
2014-3688 kernel: net:
sctp: remote memory
pressure from excessive
queueing

net: sctp: fix remote
memory pressure from
excessive queueing -
26b87c7 - torvalds/linux -
GitHub

Red Hat Customer Portal

[security-announce]
SUSE-SU-2015:0652-1:
important: Security
update for

marcinio

lists.opensuse.org
text/html

[ marc.nto

Inactive Link™ Not Archived

lists.opensuse.org
text/html

lists.opensuse.org
text/html

wnubuntu com

bugzilla.redhat.com
text/html

text/html
Inactive Link™ Not Archived
lists.

text/html

|
web.archive.org

0 HP HPSBGN03285

9 SUSE SUSE-SU-2015:0736

) HP HPSBGN03282

) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
2.6.git%3Ba=commit%3Bh=26b87c7881006311828bb0ab271a551a62dcceb4

9 SUSE openSUSE-SU-2015:0566

9 SUSE SUSE-SU-2015:0481

® UBUNTU USN-2418-1

(2) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1155745

¢) CONFIRM
github.com/torvalds/linux/commit/26b87c7881006311828bb0ab271a551a62dcceb4

& REDHAT RHSA-2015:0115

9 SUSE SUSE-SU-2015:0652

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:**:*:*:

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.1:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.10: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.11: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.12: "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.14:* %" "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.15:* "1™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.17:*: %" "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*:*:*:*:*:*:*:

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.27:*: """

akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*: " *:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: "



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.35: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.36:™:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.39:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.4:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.40:**:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.41: """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.42:*:*:* """

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.53:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.54:*: """

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.55:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.57:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:*:*:*:*:*:
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cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:*:*:*:*:*:

R R

cpe:2.3:0:linux:linux_kernel:3.0.61: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*:*: "

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:*:*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.1.4::*** "

cpe:2.3:0:linux:linux_kernel:3.1.5: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.7:%:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.9: " ="



KLk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.10:*:*:**:*:*:*:

Kk kKK,

cpe:2.3:0:linux:linux_kernel:3.10.0:*:*:*:*:*: arm64:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.10.1: "™

cpe:2.3:0:linux:linux_kernel:3.10.1:*:*:*:*:*:arm64:*:

akak kR ok akak,

cpe:2.3:0:linux:linux_kernel:3.10.10: "

ak kR kR Rk,

cpe:2.3:0:linux:linux_kernel:3.10.11

dkak kR ok akak.

cpe:2.3:0:linux:linux_kernel:3.10.12:*: "

dkak kR kR k.

cpe:2.3:0:linux:linux_kernel:3.10.13: "%

dk kR ok akakak,

cpe:2.3:0:linux:linux_kernel:3.10. 14

cpe:2.3:0:linux:linux_kernel:3.10.2:*: """

cpe:2.3:0:linux:linux_kernel:3.10.2:*:*:*:*:*:arm64:*:

akakakokakakk.

cpe:2.3:0:linux:linux_kernel:3.10.25:%:":*:*:

dkkakokakakuk.

cpe:2.3:0:linux:linux_kernel:3.10.26:*:*:*:*:*:*:*:

akkak ok akakuk,

cpe:2.3:0:linux:linux_kernel:3.10.28:*:*:*:*:*:*:*:

I

cpe:2.3:0:linux:linux_kernel:3.10.29:%:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.3:*:*: """

cpe:2.3:0:linux:linux_kernel:3.10.3:*:*:*:*:*:arm64:*:



akak kK kKK,

cpe:2.3:0:linux:linux_kernel:3.10.4:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.10.4:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.5: "™
cpe:2.3:0:linux:linux_kernel:3.10.5:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.6:™:*: "™
cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:arm64:*:

Kk kKoK kK,

cpe:2.3:0:linux:linux_kernel:3.10.7: "™

cpe:2.3:0:linux:linux_kernel:3.10.7:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.8:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.10.8:*:*:*:*:*:arm64:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:* " :*:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:*:*:*:*:*:arm64:*:

cpe:2.3:0:linux:linux_kernel:3.11.2:*: %"

cpe:2.3:0:linux:linux_kernel:3.11.3:: """

cpe:2.3:0:linux:linux_kernel:3.11.4:* """

cpe:2.3:0:linux:linux_kernel:3.11.5:* %"

cpe:2.3:0:linux:linux_kernel:3.11.6:*: """

cpe:2.3:0:linux:linux_kernel:3.11.7:* %" "

akLk LKLk LKL KLk,

cpe:2.3:0:linux:linux_kernel:3.11.8:*: """

cpe:2.3:0:linux:linux_kernel:3.11.9:* """

akLk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.12:*:*:***:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.12.1:* "

dkkakokakakok.

cpe:2.3:0:linux:linux_kernel:3.12.10:*:":*:*

dkukak ok akakk,

cpe:2.3:0:linux:linux_kernel:3.12.11:%:**

dkakak ok akakuk.

cpe:2.3:0:linux:linux_kernel:3.12.12;%:*:*:*



dkakak ok akakuk.

cpe:2.3:0:linux:linux_kernel:3.12.15:%:*****:*:

dkak kR kR k.

cpe:2.3:0:linux:linux_kernel:3.12.16: " "

akak kR akakak.

cpe:2.3:0:linux:linux_kernel:3.12.17:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.12.2:*: "™

cpe:2.3:0:linux:linux_kernel:3.12.3:*:** "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.12.4: "™

cpe:2.3:0:linux:linux_kernel:3.12.5:*:* "™
cpe:2.3:0:linux:linux_kernel:3.12.6:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.12.7: %" "™

cpe:2.3:0:linux:linux_kernel:3.12.8:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.12.9:*: """

cpe:2.3:0:linux:linux_kernel:3.13.2:*: """

cpe:2.3:0:linux:linux_kernel:3.13.3:*: """

cpe:2.3:0:linux:linux_kernel:3.13.4:*: """

cpe:2.3:0:linux:linux_kernel:3.13.5: %%

cpe:2.3:0:linux:linux_kernel:3.13.6:*:*: """

akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.13.7:* """

cpe:2.3:0:linux:linux_kernel:3.13.8:*: """

cpe:2.3:0:linux:linux_kernel:3.13.9:*: """

a_ekuk kLK Lk Lk,

cpe:2.3:0:linux:linux_kernel:3.14:-*: "%

kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.14:rc1 ™"

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:3.14:rc2:*:*:*:*:*::

kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.14:rc3:*:*:*:**::



kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.14:rc4:*:**:**::

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:3.14:rc5:*:****:*:

kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.14:rc7:**:*:**::

kKKK k.

cpe:2.3:0:linux:linux_kernel:3.14:rc8:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.14. 1 "™

cpe:2.3:0:linux:linux_kernel:3.14.2: " "™

cpe:2.3:0:linux:linux_kernel:3.14.3: " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.14.4:**:***:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.14.5: %" "™

Kk koK kR k.

cpe:2.3:0:linux:linux_kernel:3.15:****:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.15.1 """

akLk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.15.2:*: "% "

cpe:2.3:0:linux:linux_kernel:3.15.3:*: """

cpe:2.3:0:linux:linux_kernel:3.15.4:*: """

aKLk kLK LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.15.5: "%

aKLk LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.15.6:*: """

cpe:2.3:0:linux:linux_kernel:3.15.7:* """

aKLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.15.8:*: """

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.16.0:*: """

cpe:2.3:0:linux:linux_kernel:3.16.1:*: """

akLk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.17:%*:***:":*:

akLK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.17.1:* "

cpe:2.3:0:linux:linux_kernel:3.17.2:* "

cpe:2.3:0:linux:linux_kernel:3.2:%:* "

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:*:*:x86:*:

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*:*

Rk Lk akakuk.

cpe:2.3:0:linux:linux kernel:3.0:rc1:*:*:**:*:*:



KKk akukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:**:*:*:

KRk ok kak.

cpe:2.3:0:linux:linux_kernel:3.0:rc3:*:*:**:*:*:

Kk koK akuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc5: " *:

Rk kR ok ak.

cpe:2.3:0:linux:linux_kernel:3.0:rc6:*:*:*:*:*:*:

KRk akakak.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.1:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.10: % "™

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.1 1% "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.13:*: % """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.14:*: % """

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:**:*:*:*:

akLk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*: """

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.0.24:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.27:*: " "

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:**:*:*:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*:*:*:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.31:: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: "™

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.0.34:**: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:* % "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.37: " "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.5::*: " *:*:

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.50:*:*:*:*:*:*:*:

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:3.0.52:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.53:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.54 % :*:*:*:

AnnD iaclinnivelinniv barnal:Q N RRF ok akokakakak,



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.57: "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.58:™*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.59:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.61::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1:*:*:" "

cpe:2.3:0:linux:linux_kernel:3.1.1: %"
cpe:2.3:0:linux:linux_kernel:3.1.10:* """
cpe:2.3:0:linux:linux_kernel:3.1.2:*:* " *:*:
cpe:2.3:0:linux:linux_kernel:3.1.3:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.4:*****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5: % :*:*:



cpe:2.3:0:linux:linux_kernel:3.1.6:**:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.7:*****:**:

cpe:2.3:0:linux:linux_kernel:3.1.8: "

cpe:2.3:0:linux:linux_kernel:3.1.9:

Kk ak kKKK,

cpe:2.3:0:linux:linux_kernel:3.10:*:***

Kk kKK,

cpe:2.3:0:linux:linux_kernel:3.10.0::*:*:*:*: arme4:*:

cpe:2.3:0:linux:linux_kernel:3.10.1: "™

cpe:2.3:0:linux:linux_kernel:3.10.1:*:*:*:*:*:arm64:*:

dk Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:3.10.10: "%

dk Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:3.10.11 %

dk kR ok akakak.

cpe:2.3:0:linux:linux_kernel:3.10.12:*: %%

dk kR ok ak Rk,

cpe:2.3:0:linux:linux_kernel:3.10.13:%:":* "™

cpe:2.3:0:linux:linux_kernel:3.10.2:*: """

cpe:2.3:0:linux:linux_kernel:3.10.2:*:*:*:*:*:arm64:*:

dkukak ok akakuk.

cpe:2.3:0:linux:linux_kernel:3.10.23:%:*:*:*: "

dkkakokakakuk,

cpe:2.3:0:linux:linux_kernel:3.10.24 %"

dkkak ok akakuk,

cpe:2.3:0:linux:linux_kernel:3.10.25:%:*:*:**:*::

dkakuk ok akakuk,

cpe:2.3:0:linux:linux_kernel:3.10.27:%:*:*



dkak kR .k akuk.

cpe:2.3:0:linux:linux_kernel:3.10.28:*:*:*:*:*:*:*:

akak kR ok akuk.

cpe:2.3:0:linux:linux_kernel:3.10.29:*:*:**:*:*:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.10.3:™: "™
cpe:2.3:0:linux:linux_kernel:3.10.3:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.4: "™
cpe:2.3:0:linux:linux_kernel:3.10.4:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.5: "™
cpe:2.3:0:linux:linux_kernel:3.10.5:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.6:*:* " "™
cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.7: % "™
cpe:2.3:0:linux:linux_kernel:3.10.7:*:*:*:*:*:arm64:*:
cpe:2.3:0:linux:linux_kernel:3.10.8:*: """
cpe:2.3:0:linux:linux_kernel:3.10.8:*:*:*:*:*:arm64:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:*: """

cpe:2.3:0:linux:linux_kernel:3.10.9:*:*:*:*:*:arm64:*:

cpe:2.3:0:linux:linux_kernel:3.11.2:*: """

cpe:2.3:0:linux:linux_kernel:3.11.3:*: """

cpe:2.3:0:linux:linux_kernel:3.11.4:* """

cpe:2.3:0:linux:linux_kernel:3.11.5: %"

akk kLKL K LKLk,

cpe:2.3:0:linux:linux_kernel:3.11.6:*: """
cpe:2.3:0:linux:linux_kernel:3.11.7:* "%
cpe:2.3:0:linux:linux_kernel:3.11.8:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.11.9:* "

cpe:2.3:0:linux:linux_kernel:3.12.1:***



dkak kR Lk akuk.

cpe:2.3:0:linux:linux_kernel:3.12.1 1%

LRk kR ok akak.

cpe:2.3:0:linux:linux_kernel:3.12.12: "

dkak kR ok akak.

cpe:2.3:0:linux:linux_kernel:3.12.14 "

dkak kR akakak.

cpe:2.3:0:linux:linux_kernel:3.12.15: %%

akak kR akakak,

cpe:2.3:0:linux:linux_kernel:3.12.16:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.12.2:* %" "™
cpe:2.3:0:linux:linux_kernel:3.12.3:**:* "1™
cpe:2.3:0:linux:linux_kernel:3.12.4:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.12.5:* "%
cpe:2.3:0:linux:linux_kernel:3.12.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.12.7:*: %"

cpe:2.3:0:linux:linux_kernel:3.12.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.12.9:*: """

cpe:2.3:0:linux:linux_kernel:3.13.2:*: "%

akLK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.13.3:*: """

cpe:2.3:0:linux:linux_kernel:3.13.4:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.13.5:* "%
cpe:2.3:0:linux:linux_kernel:3.13.6:*:*: """
cpe:2.3:0:linux:linux_kernel:3.13.7:* "
cpe:2.3:0:linux:linux_kernel:3.13.8:*:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.13.9:*: """



a_akuk kKKK,

cpe:2.3:0:linux:linux_kernel:3.14:-*:**:*

kKK kK,

cpe:2.3:0:linux:linux_kernel:3.14:rc2:*:*:*:*:*:*:

kKKK k.

cpe:2.3:0:linux:linux_kernel:3.14:rc3:*:*:*:**:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:3.14:rc4:***:**::

koK kKK,

cpe:2.3:0:linux:linux_kernel:3.14:rc5:***:**:*:

kKoK oKk,

cpe:2.3:0:linux:linux_kernel:3.14:rc6:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:3.14:rc7:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.14. 1% "™
cpe:2.3:0:linux:linux_kernel:3.14.2:* %" **:*:*:
cpe:2.3:0:linux:linux_kernel:3.14.3:*: % """

cpe:2.3:0:linux:linux_kernel:3.14.4:*: "% "

cpe:2.3:0:linux:linux_kernel:3.14.5: "%

cpe:2.3:0:linux:linux_kernel:3.15.1: "%

cpe:2.3:0:linux:linux_kernel:3.15.2:*: %"

cpe:2.3:0:linux:linux_kernel:3.15.3:*: """

cpe:2.3:0:linux:linux_kernel:3.15.4:*: """

cpe:2.3:0:linux:linux_kernel:3.15.5: "%

cpe:2.3:0:linux:linux_kernel:3.15.6:*: %" *:*:

aKLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.15.7:* """
cpe:2.3:0:linux:linux_kernel:3.15.8:*: """

cpe:2.3:0:linux:linux_kernel:3.16.0:*:*: """

cpe:2.3:0:linux:linux_kernel:3.16.1:*:*: """

cpe:2.3:0:linux:linux_kernel:3.17.1:*

cpe:2.3:0:linux:linux_kernel:3.17. 2.

dk Lk ak Lk akakak.

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:***:*:



cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:*:*:x86:*:

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:*:*:*: "

No vendor comments have been submitted for this CVE
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