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AUNACLAUNCRIPAP Certain versions of Openstack from Redhat contain the following
’ vulnerability:

Smart Proxy (aka Smart-Proxy and foreman-proxy) in Foreman before
1.5.4 and 1.6.x before 1.6.2 does not validate SSL certificates, which
allows remote attackers to bypass intended authentication and execute
arbitrary APl requests via a request without a certificate.

CVE-2014-3691 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Red Hat Customer Portal & MISC access.redhat.com/errata/RHSA-
2015:0287

Google Groups G MISC
groups.google.com/forum/#%?21topic/foreman-

announce/jXC5hixybjqo

Red Hat Customer Portal & REDHAT RHSA-2015:0288
 text/html |

1150879 — (CVE-2014-3691) CVE-2014-3691 foreman-proxy: ) MISC bugzilla.redhat.com/show_bug.cgi?

failure to verify SSL certificates id=1150879

Bug #7822: CVE-2014-3691 - Smart proxy doesn't perform &5 CONFIRM

verification of client SSL certificate on API reauests - Smart- proiects.theforeman.ora/issues/7822


https://cve.report/
https://cve.report/CVE-2014-3691/mitre
https://cve.report/CVE-2014-3691/nist
https://cve.report/CVE-2014-3691/cve_org
https://cve.report/CVE-2014-3691.pdf
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/errata/RHSA-2015:0287
https://groups.google.com/forum/#%2521topic/foreman-announce/jXC5ixybjqo
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2015-0288.html
https://bugzilla.redhat.com/show_bug.cgi?id=1150879
http://projects.theforeman.org/issues/7822

Proxy - Foreman

Red Hat Customer Portal

certificate by domcleal - Pull Request #217 -
theforeman/smart-proxy - GitHub

Red Hat Customer Portal

access.redhat.com | CVE-2014-3691

Red Hat Customer Portal

comment@cve.report.

fixes #7822 - forbid HTTPS requests with no client SSL

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2014-3690
https://cve.report/CVE-2014-3692
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2014-3691
	CVSS2 Score: 7.5 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)


