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The jabber_idn_validate function in jutil.c in the Jabber protocol plugin in libpurple in Pidgin before 2.10.10 allows remote at

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pidgin Pidgin 2.10.0 All All All
Pidgin Pidgin 2.10.1 All All All
Pidgin Pidgin 2.10.2 All All All
Pidgin Pidgin 2.10.3 All All All
Pidgin Pidgin 2.10.4 All All All
Pidgin Pidgin 2.10.5 All All All
Pidgin Pidgin 2.10.6 All All All
Pidgin Pidgin 2.10.7 All All All
Pidgin Pidgin 2.10.8 All All All
Pidgin Pidgin 2.10.0 Al All All
Pidgin Pidgin 2.10.1 All All All
Pidgin Pidgin 2.10.2 All Al All
Pidgin Pidgin 2.10.3 All All All
Pidgin Pidgin 2104 All All All
Pidgin Pidgin 2.10.5 All All All
Pidgin Pidgin 2.10.6 All All All
Pidgin Pidain 2.10.7 All All All
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Application Pidgin Pidgin 2.10.8

Application Pidgin Pidgin All
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All

All

All

All

References

Reference

openSUSE-SU-2014:1376-1: moderate: update for pidgin
openSUSE-SU-2014:1397-1: moderate: update for pidgin

Pidgin Security Advisories

Security Advisory SA61968 - Ubuntu update for pidgin - Secunia
USN-2390-1: Pidgin vulnerabilities | Ubuntu

pidgin/main: changeset ea46ab68f0dc

Debian -- Security Information -- DSA-3055-1 pidgin

Red Hat Customer Portal

Security Advisory SA60741 - Debian update for pidgin - Secunia

CVE Program record

NVD vulnerability detail

Source

SUSE

SUSE

CONFIRM

SECUNIA

UBUNTU

CONFIRM

DEBIAN

REDHAT

SECUNIA

CVE.ORG

NVD

Link
lists.opensuse.org
lists.opensuse.org
pidgin.im
secunia.com
www.ubuntu.com
hg.pidgin.im
www.debian.org
access.redhat.com
secunia.com
WWW.Cve.org

nvd.nist.gov

Tags

Patch, Vendor Advisory

Patch

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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