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cussaomvnncLrriumsucnian  Gertain versions of Edeploy from Redhat contain the foIIowing
’ vulnerability:

Directory traversal vulnerability in eNovance eDeploy allows remote
attackers to create arbitrary directories and files and consequently
cause a denial of service (resource consumption) via a .. (dot dot) the
session parameter.

CVE-2014-3702 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.1-CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE. [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SHEMEDIUM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
1153470 — (CVE-2014-3702) CVE-2014-3702 eDeploy: Path traversal in (7) CONFIRM
the session parameter bugzilla.redhat.com/show_bug.cgi?

d=1163470



https://cve.report/
https://cve.report/CVE-2014-3702/mitre
https://cve.report/CVE-2014-3702/nist
https://cve.report/CVE-2014-3702/cve_org
https://cve.report/CVE-2014-3702.pdf
http://cve.report/software/redhat/edeploy
http://cve.report/vendor/redhat
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.redhat.com/show_bug.cgi?id=1153470

redhat-cip/edeploy - GitHub

comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy
Application Redhat Edeploy

cpe:2.3:a:redhat:edeploy:0.1.0:*: """

cpe:2.3:a:redhat:edeploy:0.2.0:*:":"

cpe:2.3:a:redhat:edeploy:1.4.0:*:":"
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cpe:2.3:a:redhat:edeploy:h.1.3.0: "
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cpe:2.3:a:redhat:edeploy:0.1.0:* "™

cpe:2.3:a:redhat:edeploy:0.2.0:* "™

cpe:2.3:a:redhat:edeploy:1.4.0: "
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No vendor comments have been submitted for this CVE
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